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1 BBEAEHMUE

1.1 AHHOTauua

CoBpemeHHble TeHAEHUMM PasBUTUA CBA3M AMKTYIOT onepatopam HeobxoAMMOCTb MoucKa Hambonee
ONTUMAa/IbHbIX TEXHO/IOMMI, MNO3BOAAIOWMX YAOBAETBOPUTL CTPEeMUTE/IbHO BO3pacTatolme noTpebHocTH
aboHEHTOB, COXPaHAA NPV 3TOM NPEeMCTBEHHOCTb BM3HEC-NPOLLECCOB, TMBKOCTb PAa3BUTMA U COKpalLleHWe 3aTpaT
Ha npeaocTaB/AeHMe Pas3/INYHbIX CEPBMCOB. becnpoBodHble TEXHONOMMKU HabMpaloT 060POThbI U yXKe 33 KOpoTKoe
BPEMA MPOLAN OFPOMHbIA MyTb OT HECTabuabHbIX HU3KOCKOPOCTHbIX CeTei CBA3M Majioro paguyca 4O ceTei
LUIMPOKOMO/IOCHOTO A0CTYMa, COMOCTaBUMbIX MO CKOPOCTU C MPOBOAHbLIMW CETAMU C BbICOKMMU KPUTEPUAMM K
KayecTBy NpeaoCcTaBieHNA YCayr.

YctpoitictBo RG-35-Wac sasnsetca Toukon poctyna Wi-Fi ¢ MHTerpMpoBaHHbIM  MapLUpyTU3aTOPOM.
OcHoBHOe npeaHasHadeHne RG-35-Wac: ycTaHOBKa BHYTPM 34aHWI B KayecTBe TOYKM AOCTyna K Pas/vyHbIM
pecypcam no NPoOBOAHbIM M HeCNPOBOLAHbLIM CETAM Nepeaayn AaHHbIX.

YCTPOMCTBO OPMEHTMPOBAHO HA AOMALLHMX NO/b30BaTenen n Hebonblume opuchl.

B HacToAwem pykoBOoACTBE MO 3KCMA/AyaTaUUM W3NOMKEHbl HA3HayYeHMe, OCHOBHble TeXHUYecKune

XapaKTEPUCTUKU, KOHCTPYKTUBHOE UCNONHEHME, NOPAAOK YCTAHOBKM, NPaBuia KOHOUTYPUPOBAHUA, MOHUTOPUHTA
M CMeHbI MPorpaMmMHoOro obecneyeHuns Toukun gocrtyna RG-35-Wac.

1.2 YcnosHble 0603HayYeHUnA

0O603HaueHue OnucaHue

MonyXMpHbiM WPUOTOM BblgeNeHbl MPUMEYaHMs W NpeaynperaeHus,

MonyXupHbii wpuodT
Ha3BaHWe rnas, 3aros10BKOB, 3aro10BKOB Ta6/'IMLI,.

Kypcusom KypcrBom yKasbiBaeTca MHPpopmMauus, Tpebytowasn 0coboro BHUMaHuA.

MpumeyaHua n npeaynpexxaeHus

MpumeuaHuna cogeprKaTt BaXHy0 MHGOPMaLMIO, COBETbI NN PeKOMeHZaLUu no
MCMNO/Ib30BAHMUIO U HACTPOMKe YCTpoiicTBa.

MpeaynpexxaeHna UHGOPMUPYIOT NONb30BaTENA O CUTYaLMUAX, KOTOPbIe MOTYT HAHECTH
Bpep, yCTPOMCTBY UM YENOBEKY, NPUBECTU K HEKOPPEKTHOI paboTe ycTpoiicTBa UK noTepe
OaHHbIX.

.‘
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2 ONUCAHUE U3OENNA

2.1 Has3HayeHwue

Ona BO3MOXHOCTM NpeaocTaB/ieHUs MOb30BaTeNAM AOCTYNa K BbICOKOCKOPOCTHOM 6e3onacHon cetu
nepeaayn AaHHbIX pa3paboTaH aboHeHTCKMIM maplupyTusatop RG-35-Wac (aanee «ycTpoicteso»).

YctpoiictBo RG-35-Wac — eguHas ToyKa [OCTyna K COBPEMEHHbIM WHTEPAKTUBHbIM  cepBMcam Mo
NPOBOAHbIM M BECNPOBOAHbLIM CETAM Nepenaun aaHHbix: MHTepHeT u Full HD IPTV.

MapwpyTtnsatop RG-35-Wac npegHasHayeH A1a NOAK/IOYEHUS YCTPOWUCTB K 6ecnpoBogHOM ceTw,
nogaepskusatowei ctaHaapTbl IEEE 802.11a/b/g/n/ac. RG-35-Wac noaxnto4yaeTcs K NpOBOAHON CETU C MOMOLLLbHO
10/100/1000M  Ethernet-uHtepdeitca, M c nomolwbio paguouHTepdeiica co3paeT 6HecnpoBOAHOM
BbICOKOCKOPOCTHOM A0CTYN ANA YCTPOMCTB, nogaeprusatowmx texHonornto Wi-Fi 8 ananasone 2,4 n 5 Iy, K RG-
35-Wac MO)KHO MOAKNIYUTL A0 YeTblpex YCTPOMCTB npoBoaHoM cetn. USB-pasbem wucnonb3yetca ans
NOAKAOYEeHMA BHELWHMX Hakonutenen nan 3G/4G USB-mogema.

RG-35-Wac nopaeprkMBaeT coBpemeHHble TpeboBaHWA K KayecTBy CEPBMCOB M MO3BOJIAET NepenasaTtb
Hanbosiee BaKHbIM TpaduKk B 6osee NPUOPUTETHLIX ouyepeasx MO CpPaBHEHUIO C 0bbldHbIM. ObecneuyeHue
npuopuTesaLmMm NPOUCXOANT NPU NOMOLLM OCHOBHbIX TEXHO/IOTMI QOS.

B ycTpolicTBe peann3oBaH pacliMPeHHbIM dyHKUMOHaANn ana crtabunbHoi paboTbl IP-TeneBnaeHns no
6ecnpoBoAHON CeTU: MAAaBHOCTb U HenpepbiBHOCTb BOCMPOU3BEAEeHUs BUAeOo obecneunmsaloTca crneumanbHbIm
NporpaMmmHbIM  pyHKUMOHANOM. YCTPOMCTBO no3BoAAeT paboTaTb Ha uYactotax 2,4 u 5 [Tu, a Takxke
npeaocTaBAseT BO3MOXHOCTb 04HOBPEMEHHOMN TPaHCAALMM BUAEONOTOKOB U nepeaayn AaHHbIX.

2.2 XapaKTepucTUKa yCTPOMUCTBa

Unmepdpeiicol:

— LAN: 4 nopra Ethernet RJ-45 10/100BASE-T;
— WAN: 1 nopt Ethernet RJ-45 10/100/1000BASE-T;
— WLAN: IEEE 802.11b/g/n 2,4 ITu, 1 802.11a/n/ac 5 Mu;
— USB: 1 nopt USB2.0.

MuTaHMe ycTPOoICTBA OCYLLECTBAAETCA Yepes BHELWHU aganTep 5 B ot cetn 220 B.
®dyHKYUU:

e cemesvble PyHKYUU:

— paboTa B pexume «MoCTa» , «mapLupytusatopa» uam "WISP";

— noaaepKa PPPoE (PAP, SPAP n CHAP aBTopusaumsa, PPPoE komnpeccus);

— noaaepxka PPTP;

— noageprkka L2TP;

— nopgep)kka cratudyeckoro agpeca u DHCP (DHCP-knneHT Ha ctopoHe WAN, DHCP-cepsep Ha
ctopoHe LAN);

— noaaeprkka DNS;

— noagepka NAT;

— noagepxka UPnP;

— ceTeBoWM 3KpaH (Firewall);

AboHeHmcKuli mapwpymuzamop RG-35-Wac 5
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—  KnoHupoBaHue MAC-agpeca Ha WAN-uHTepdelice;

— noagepkka NTP;

—  noagepykKa MmexaHM3MOB KavyecTBa ob6cnyxuneaHma QoS;
— «npobpoc» noptos. (Port forwarding);

—  CTaTU4YecKasa M AMHAMMYeCcKana MapLupyTusaums;

— orpaHuyeHue goctyna K ycrpoinctay yepe3s WAN u LAN.

e noaaepKa ¢yHkumi IPTV (IGMP-proxy, UDP-to-HTTP proxy);
e o06HoBneHue NO yepes Beb-MHTepdENC;
e TR-069;

e yAaNeHHbI MOHUTOPUHI, KOHPUTYPUPOBaHME U HAaCTpoOIiKa: Beb-nHtepdeliic, Telnet.

Ha pucyHKke 1 npuBegeHa cxema npumeHeHusa obopyaosaHma RG-35-Wac.

Wi-Fi 802.11b/g/n/ac
2,4 GHz/5GHz

Cetb
nposanaepa

Wi-Fi 2,4 GHz/5GHz D

3G/4G moaem

)

RG-35-Wac
PoyTtep

ol
- C] []

PucyHoK 1 - dyHKLMOHANbHAA cxema ncnoab3oBaHua RG-35-Wac
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2.3 OcCHOBHbIe TeXHU4YeCcKue napameTpbl

OcHOoBHble TEXHUYECKME NapaMeTpbl YCTPOMCTBaA NpuBeaeHbl B Tabauua 1.

Tabnunua 1 — OCHOBHble TEXHUYECKUE NapameTpbl

O6wme napameTpbl

TaKkTOBas YacToTa 1000 MTy,
RAM DDR (onepatvBHasa namaThb) 128 M6
ROM eMMC flash (cuctemHaa namaTb) 16 M6
OnepaunoHHasa cucTema Linux
NapameTpbl WAN-uHtepdeiica Ethernet
Konnyectso noptos 1
INEKTPUYECKUIA pasbem RJ-45
CKopocTb nepegaqun, Méut/c 10/100/1000, aBTOONpPEAEeHNE
MNoppepKKa cTaHgapToB BASE-T
MapameTpbl LAN-uHTepdeiica Ethernet
Konnuectso nHTepdeiicos 4
DNEeKTPUYECKUIN pasbem RJ-45
CKopocTb nepegaqun, Méut/c 10/100, aBTOONpeaeneHne
MNoppep»KKa cTaH4apTOB | BASE-T

MapameTpbl 6ecnpoBogHOro uHTepdeiica

CraHAaapTbl

802.11 a/b/g/n/ac

YacToTHbIM ananasoH, Mly,

2.4~24835IMTu, 5.15~5.35MTuy, 5.65~5.73 My, 5.735~
5.835 1Ty,

MIMO

2x2 2,4 TTu; 2x2 51Ty,

Moaynauma

BPSK, QPSK, 16 QAM, 64 QAM, 256QAM, DBPSK, DQPSK, CCK

CKopocTb nepeaayun aaHHbIX, Méut/c

802.11a Ao 54 M6ut/c 802.11b no 11 M6éut/c
802.11a/g Ao 54 M6éuT/c

802.11n (HT20) ao 144 M6ut/c

802.11n (HT40) no 300 M6uTt/c

802.11ac (HT80) o 866 Mbut/c

MakcrmanbHaA BbIXOAHAA MOLLHOCTb nepeaaTtymka

2,4 Ty (802.11 b/g/n): po 15 gbm
50Ty (802.11 a/n/ac): po 17 pbm

YyBCTBMTENBHOCTb NPUEMHMKA

2,4TTu;

802.11n(MCS0): -90 abm
802.11n(MCS4): -79 abm
802.11n(MCS7): -72 nbm
51Ty

802.11ac (MCSO0): -92 gbm
802.11ac (MCS4): -82 gbm
802.11ac (MCS7): -76 gbm

be3sonacHocTb

64/128/152-6uTHoe WEP-undpposaHme gaHHbIX;
WEP, TKIP n AES

YnpasneHue

YaaneHHoe ynpasneHue

Beb-uHTepdeiic, Telnet, TR-069

OrpaHuyeHue goctyna

no naposto, no IP-agpecam (6enblii CNUCOK)

0O6wme napameTpbl

MuTtaHue

agantep nutanma 5 B DC, 2,5 A.

MoTpebnsemas MOLHOCTb

He 6onee 4 Bt

Pabouwnit ananasoH Temnepartyp

ot +5 go +40°C

OTHOCKTeNbHaA BNAaXKHOCTb Npu TemnepaType 25°C

no 80%

labapwutbl

430x159%x43,6 mm

AboHeHmcKuli mapwpymuzamop RG-35-Wac 7
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| Macca He 6onee 0,2 Kr.

2.4 KOHCTpPYKTUBHOE UCNONIHEeHue

Touka goctyna RG-35-Wac BbinonHeHa B N1acTMKOBOM Koprnyce pa3smepamum 430x159x43,6 mm.

2.4.1 MepeaHAA NaHenb yCTPOMUCTBA
BHewHM BUA nepeaHen naHenn yctponctea RG-35-Wac npuBeaeH Ha puUcyHKe 2.

1 2 3 4 5 6

-

PucyHok 2 — BHewHui Bug, nepeaHeit naHenm RG-35-Wac

Ha BepxHen naHenm yctpoiictea RG-35-Wac pacnosioXKeHbl cieaytoume cBeToBble MHAMKATOpbI, Tabanua
OwwnbKa! HeBepHas ccbifika 3aKNaAKM..

Tabnuua 2 — OnncaHMe MHONKATOPOB BEPXHEW NaHenn

3nemen|-|a'rHr;i|:Ie,quu Onucanme

1 @) WHAMKATOpP NUTaHWA

2 ,’_\ WMHAMKaTOop cTaTyca paboTbl ycTponcTaa

3 -t UHAMKaTop paboTbl BHewHero USB-ycTporictea (USB flash, BHeWwHNIM skecTKnit anck)
4 @ nHAMKaTop pabotol WAN-uHTepdeiica

5 = MHAMKaTop paboTbl becnpoBoaHoOM ceTh Ha Yactote 2,4 Ty n 5 MMy,

6 = MHAMKaTopbl paboTbl nopToB LAN-uHTepdelica

8 AboHeHmcKuli mapwpymuzamop RG-35-Wac
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2.4.2 3apHAA naHesNb YCTPOWMCTBA

BHewHW BUA, 3agHel naHenun yctpoiictea RG-35-Wac npuBeaeH Ha pucyHke OwnbKa! HeBepHas ccbisika
3aKNagKkum..

1 2 3 4

PucyHok 3 — BHewHuin Bug 3agHet naHenm RG-35-Wac

Ha 3agHeit naHenu yctpoictBa RG-35-Wac pacnosioKeHbl cnefyioume pasbembl M OpraHbl yrpaBieHus,
Tabnmua Ownbka! HeBepHaa ccbi/ika 3aKNagKMU..

Tabauya 3 — OnucaHue UHOUKAamMopos U op2aHos yrpassaeHus 3a0Hel naHeau RG-35-Wac

dnemeHT 3agHel naHenun OnucaHue
1 LAN 10/100 4 nopta 10/100BASE-T Ethernet (pazbem RJ-45) ans noax/10ueHNA CETEBbIX YCTPOWCTB
2 WAN nopT 10/100/1000BASE-T (pazbem RJ-45) Ana NoAKAOYEHMA K BHELLHEN ceTu
3 USB pasbem USB gna nogkntoueHuns sHewHero USB-yctpoiictea (USB flash, skecTkuit anck)
4 5V pasbem A41A NOAKAOYEHUA aganTepa NUTAaHMA

2.4.3 bBbokKoBas NaHe b YCTPOUCTBA

BHewHMn BUA 60KoBOM naHenu yctpoiictBa RG-35-Wac npuseaeH Ha puUcyHKe 4.

1 2

PucyHok 4 — BHewHuin Bug 6oKkosoit naHenn RG-35-Wac
Ha 6oKoBolt naHenu yctpolictBa RG-35-Wac pacnonoskeHbl cieaytolune opraHbl ynpasnenus, Tabauya 4

Tabauya 4 — OnucaHue opeaHos ynpassaeHus bokosoli naHenu RG-35-Wac

dnemeHT 60KOBOIA
OnucaHue
naHenu
1 ((e)) KHonKa BkAo4eHus/oTkaoueHms Wi-Fi
2 ‘, KHONKa ana nogKkntoueHma KnnmenTa no npotokony WPS

AboHeHmcKuli mapwpymuzamop RG-35-Wac 9
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2.5 CsetoBas MHAUKaUMA

TeKyLee cocTofiHUE yCTpOMCTBa OTOBpaKaeTca NpyM NOMOLWM MHAMKATOPOB, PACNONOXKEHHDbIX HA BEPXHEN
naHenu. MNepeyeHb COCTOAHMI MHONMKATOPOB NpmBeaeH B Tabaunua 5.

Tabnuua 5 — CeeTtoBas MHAMKaUMA cOCTOAHUA ycTponcTea RG-35-Wac

UHpukatop CocroAaHUe MHAMKaTOpA CocTtosAiHMe yCTpOMCTBa
. cetb Wi-Fi akTMBHa B J@aHHOM AuanasoHe: 2,4
3e/IeHbIN, ropuUT NOCTOAHHO MMy w/wnn s Iy
= WLAN npougecc nepesayn faHHbIX no 6ecnposogHoOM
3e/1eHbli, muraet oy PEA A PoBOA
ceTu B JaHHOM AgmanasoHe: 2,4 Ty, n/wan 5 Iy,
CTaHOB/NIEHO COeAMHEHNE MEX
roput 3enexbim (10, 100Mbps)/ ¥ A AY
CTQHLMOHHbIM TEPMUHANIOM U aBOHEHTCKUM
opaHxeBbiMm (1000 Mbps) .
O WAN YCTPOWCTBOM
npouecc NakeTHoOM nepeaym AaHHbix no WAN-
Mmuraet ol . pea A
nHTepdeincy
o YCTAHOBJ/IEHO COeANHEHME C MOAK/IIOYEHHbIM
3e/ieHbIR, ropuT o
. LAN CceTeBbIM YCTPONCTBOM
npouecc NakeTHOM nepeaayn AaHHbIx no LAN-
Mmuraet o
nHTEpdency
3e/1eHbIN, roput USB-yCTpOICTBO NOAK/IOYEHO
USB , rop ycTp " A
= He roput USB-ycTpOMCTBO OTKAOYEHO
. . BKJ/IIOYEHO NUTaHMeE YCTPOMCTBA, HOPMasbHaA
@] Power 3e1eHbl, TOPUT NOCTOAHHO
paboTa
3e/1eHbli, MuUraet 3anyuweHa ¢pyHKumna WPS
.{3 Status He roput OTCYTCTBYET AOCTYN B UHTEPHET
3€e/IeHbIN, rOpUT NOCTOAHHO HOopMmanbHasa paboTa

2.6 Mepe3arpy3Ka ycTpoiicTBa u cOpoc K 3aBOACKMM HACTPOMKaM

Ha HWKHel naHenn ycTpoicTBa Haxogutca  GyHKUMOHANbHAA KHoMKa «F», KoTopas nossosser
nepesarpysmutb YCTPOMCTBO M COPOCUTb HACTPOMKM K 3aBOACKMM. Mcnosib3oBaTb KHOMKY «F» Hy)KHO, Korga
MapLLPyTU3aTOp BK/OYEH M TOTOB K paboTe: MHAMKaTOp «Power» ropuT 3e/eHblM, WHAMKaTop «Status»
rOPUT/MMUraeT 3e/1eHbIM U/IN KETbIM CBETOM.

[nsa nepesarpysku yCTPOMCTBA HAsKMUTE M CPasy OTMYCTUTE KHOMKY «F».

[na 3anycka ycTpomncTBa C 3aBOACKMMM HACTPOMKAMM HAXKMUTE M yAEPXKMBANTE KHOMKY «F» 6onee 5-Tn
CEeKyHZ, MOKa MHAMKaTop «Status» He HayHeT MUraTb KpacHbiM/3eneHbim UBeTom. MpoM3onaeT aBToMaTnYecKasn
nepesarpyska yctpoiictea. lMpu 3aBoackux yctaHoBKax Ha WAN-uHTepdelice 3anyweH DHCP-knueHT, agpec
nHtepdeinca LAN - 192.168.1.1, macka noacetn — 255.255.255.0; uma nonb3osaTensa/naposb Ana AocTyna vepes
Beb6-uHtepdeiic: admin/password.

2.7 YnpaBneHue kHonkou WPS

YcTpoicTBo nogaep:kuBaeT ¢GyHKUMIO nogkatoveHuna KaneHTtoB K Wi-Fi cetm no ctaHgapty WPS. Ona
HACTPOMKM MOAKNIOYEHUA BblOEPUTE HA KIMEHTCKOM YCTpoKcTBe cnocob nogkntodeHna WPS u Ha npasoi

H6OKOBOWM MaHeNM YCTPOWCTBA HaXXMWUTE U yAeprKuBalTe B TedeHue 3-X CeKyHg, KHomky WPS &) nocne sroro
KAMEHT MNOAKNOYMTCA K MapLUpyTU3aTOPy aBTOMATUYECKM.

V Mo ymonuaHuio pyHKuma WPS BrkatoueHa. OTKAOUNTD PYHKLUIO MOXKHO Ha CTpaHuue
HacTpouku WPS. Ee onucaHue npusegeHo B pasgene 0 MogmeHo «WPS».
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2.8 KomnneKT nocraBKu
B 6a30BbI1 KOMNAEKT NOCTaBKM ycTponcTBa RG-35-Wac BxoasT:

— abOHEHTCKMIN MapLLpyTU3aTop;
— apantep nuTaHua 220/5B 2,0 A;

—  PYKOBOACTBO MO YCTAaHOBKE M HAaCcTpoliKe.

AboHeHmcKuli mapwpymuzamop RG-35-Wac
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3 nNoPAAOK YCTAHOBKU

3.1 WHCTpyKUuUM No TexHuKe 6e3onacHoCcTm

1.

He ycTtaHaBnAuBaiTe YyCTPOMCTBO PAAOM C UCTOYHMKAMM TENAa M B MOMELLEHUAX C TEMNepaTypoi
HuKe 5°C unu sbiwe 40°C.

He ncnonbayiite ycTpOMCTBO B NOMELLEHMAX C BbICOKOW BNAXKHOCTbIO. He noasepraiiTe ycTpoiicTBO
BO34ENCTBUIO AbIMa, NbIAN, BOAbI, MEXaHUYECKUX KONebaHWI UK yaapoB.

He BckpblBaMTe Kopnyc yCTPOMCTBA. BHyTpW ycTpolcTBa HET 3/1eMEHTOB, NpeAHasHavyeHHbIX A
obcnyKMBaHMA Nosib3oBaTeNEM.

Bo u3berkaHue neperpeBa KOMMNOHEHTOB YCTPOMCTBA M HapyweHusa ero paboTtbl 3anpelaertcs
pa3smew,aTb NpegMeTbl Ha MOBEPXHOCTH 060pyAOBaHUA.

3.2 PeKomeHAaauuuM No yCTaHOBKe

Mepen yCTaHOBKOM WM BK/IOYEHMEM YCTPOMCTBA HEOOXOAMMO MPOBEPUTL YCTPOMCTBO Ha Ha/Myume
BUAMMBIX MEXaHUYECKUX MOBPEXAEHWUN. B cayyae HaAnumsa MOBPEKAEHUN cnedyeT NpPekpaTuTb
YCTaHOBKY YCTPOWCTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT M 06PaTUTLCA K MOCTaBLUMKY.

Ecnn ycTpoMCcTBO HaxoAMNOCb ANMTENbHOE BpemMa MpU HM3KOW TemnepaTtype, nepej, Hayaiom
paboTbl cneayeT BblaepKaTb €ro B TeYeHMe ABYX 4acoB MPW KOMHaTHOW TemnepaType. MNocne
ANNTENbHOro NpebbiBaHUA YCTPOMCTBA B YCAOBUAX NOBbILIEHHOW BAAXKHOCTU Nepes, BKAYEeHUEM
BblAep*KaTb B HOPMa/ibHbIX YCNOBUAX He MeHee 12 Yacos.

YCTPOICTBO YCTaHaB/AMBAETCA B rOPU30HTa/IbHOM MOJIOXKEHUK, COBN0AAA UHCTPYKLUUN MO TEXHUKE
6e3onacHocTw.

Mpun pasmelleHnMn ycTponcTBa Ana obecrnevyeHUs 30HbI NOKPbITUA ceTu Wi-Fi ¢ Hauaydwmmu
XapaKTepuUCTMKaMu yuuTbiBaiTe cneaytolme npasuia:

a. YcTaHaBnMBalTe yCTPOMCTBO B LLEeHTpe 6ecnpoBOLHON CETH;

b. MuHuMMUsMpyiiTe uncno nperpag (CTeHsl, NOTONKKU, mebenb u gpyroe) mexay RG-35-Wac n
Apyrumm 6ecnpoBoLHbIMU CETEBbIMU YCTPONCTBaMU;

c. He ycraHaBnuBaiTe ycTpoCTBO B6IM3M (NOpAAKa 2 M.) 3NEKTPUUYECKUX, PAaSMO YCTPOMCTE;

d. He pekomeHayeTcs ucnonb3oBaTh paguoTenedoHbl n apyroe obopyaosaHune, paboTatollee
Ha yactoTe 2,4 [Ty, 5 Ty, B pagunyce aelicteua becnposoaHoit cetn Wi-Fi;

e. [lpenaTtcTena B BUAE CTEKAAHHbIX/META/IIMYECKMX KOHCTPYKLMIN, KMPMUYHbIX/GETOHHbIX
CTEH, @ TaKXe EeMKOCTM C BOAOM W 3epKasa MOryT 3HAYMTeNbHO YMEHbWWTb paauyc
pencrema Wi-Fi ceTu.

12
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3.3 [MopapoK BKAKOYEHUA

MoakntounTe ceTeBol Ethernet-kabenb, NpoBeAEHHbIN BalLMM MHTEPHET-NpoBanaepom, K pasbemy WAN RG-35-
WAN RG-35-Wac, p1ucyHoK 2 — BHewHui BuA nepegHen naHenn RG-35-Wac

Ha BepxHein naHenm yctpoiictea RG-35-Wac pacnosioXKeHbl cieayoume cBeToBble MHAMKATOpPbI, Tabanuya
Owun6Ka! HeBepHas cCcbi/IKa 3aKNaAKM..

Tabnnuya 2 — OnncaHMe NHAMKATOPOB BEPXHEN NaHenu

dnemeHT nepegHen

naHenu Onucanue
1 O] WHAWMKATOP NUTaHWA
2 ,’_\ WHAMKaTOp cTaTyca paboTbl ycTponcTaa
3 <. MHAMKaTop paboTbl BHewHero USB-ycTporictea (USB flash, BHeWHNIM skecTKnit anck)
4 @ nHamKaTop pabotel WAN-uHTepdeiica
5 = MHAMKaTop paboTbl becnpoBoaHOM ceTh Ha Yactote 2,4 Ty n 5 MMy,
6 ] MHAMKaTopbl paboTbl nopToB LAN-uHTepdelica

AboHeHmcKuli mapwpymuzamop RG-35-Wac
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3.3.1 3aaHAA naHesnb YCTPOWCTBA

BHewHW BUA, 3agHel naHenun yctpoiictea RG-35-Wac npuBeaeH Ha pucyHke OwmnbKa! HeBepHas ccbiika
3aKNagKum..

1. PwucyHoK 3.

2. Ecnm RG-35-Wac byaeT Mcnonb3oBaThCs B KaYecTBe AOMALLHEro NpoBOAHOIO MapLlpyTM3aTopa, To
noakntoumte ceteBoit Ethernet-kabenb K pasbemam LAN RG-35-Wac mapupyTtvMsaTtopa 1 Ballero
CETEBOrO YCTPOICTBA (KOMMbIOTEP, NPUHTEP, TENEBU3MOHHAA NPUCTaBKa U Apyroe).

MoakntounTe WHYpP aganTtepa NUTaHUA K pa3bemy NUTaHua ycTpolictea 5V. Janee noakatounTe agantep K
WUCTOMHUKY NUTaHMA, PUCYHOK 2 — BHewHMI Bug, nepeaHel naHenu RG-35-Wac

Ha BepxHen naHenm yctpoiictea RG-35-Wac pacnosioXKeHbl c/ieaytoume CBeToBble MHAMKATOpbI, Tabanua
OwunbKa! HeBepHas ccbifika 3aKNaAKM..

Tabnnua 2 — OnucaHMe MHONKATOPOB BEPXHEW NaHenn

3nemen|-|a'rHr;i;:Ie,quw Onucanme

1 @) WHAWMKATOP NUTaHWA

2 z; WMHAMKaTOop cTaTyca paboTbl ycTponcTaa

3 -t MHAMKaTop paboTbl BHewHero USB-ycTpoiictea (USB flash, BHeWHNI skecTKuni anck)
4 @ uHamkaTop pabotel WAN-uHTepdeiica

5 = MHAMKaTop paboTbl becnpoBoaHoOM ceTn Ha Yactote 2,4 Ty n 5 MMy,

6 = MHAMKaTopbl paboTbl nopToB LAN-uHTepdelica

14 AboHeHmcKuli mapwpymuzamop RG-35-Wac
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3.3.2 3aaHAA NaHenb YCTPOKCTBA

BHewHW BUA, 3agHel naHenun yctpoiictea RG-35-Wac npuBeaeH Ha pucyHke OwnbKa! HeBepHas ccbisika
3aKNagKkum..

LAN 10/100

3. PwucyHok 3.

4. Tlocne NOAKAOYEHMA TOYKM JOCTYNA K CETU NUTAHUA AOMKAMTECH NOJHOM 3arpy3Ku ycTpoicTea (3to
MOXET 3aHATb OKOJI0 MUHYTBI).

AboHeHmcKuli mapwpymuzamop RG-35-Wac 15
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4 YNPABJIEHUE YCTPOUCTBOM YEPE3 WEB-KOH®UIYPATOP

4.1 Hauvano pabortbl
[na Hayana paboTbl HYXKHO NOAKAOUNTLCA K YCTPOMCTBY No MHTepdeicy LAN yepes Web-6paysep:

1. Otkpoitte Web-6paysep (nporpammy-npocmoTpLLMK TMNEPTEKCTOBLIX AOKYMEHTOB), Hanpumep,
Firefox, Opera, Chrome.
2. BseawuTe B agpecHol cTpoKe 6paysepa IP-agpec ycTpolictsa.

V 3aBopacKoii IP-agpec yctpoiictBa: 192.168.1.1, macKa noaceTtu: 255.255.255.0

Mpn ycnewHom obHapy»KeHWM yCTPOMCTBa B OKHe Bpaysepa oTo6pasuTCsa CTpaHMLUA C 3aNpPOCOM MMEHMU
no/sib3oBaTens v Napons.

Heobxoamma asTopusauwma

Ana goctyna k gomeny httpy//192.168.1.1 neobxogumo
YK83aTb MMA NONB30BATENA W Napons.

Mogkniouenue k eb-caliTy He 3aWMWEHD

Wma nonszosatens:

Mapone:

Bxog Otmena

3. BseauTe uma nosb3oBatens B CTpoke «Mma nonb3oBatena» M Naponb B CTpoke «[laponby.

V 3aBoAcCKUeE YCTAaHOBKU: UMA - admin, naponb - password.
4. HaxmuTte KHOMKyY «BoliTn». B OKHe 6pay3epa oTKpoeTca cTpaHuua «06 ycmpolicmee».

4.2 MNpumeHeHUe KOHOUrypaLumM U OTMEHA U3SMEHEHUI

1. MNpumeHeHWe KoHPUrypaumm

Mo HaxaTMio Ha KHoMKy «COXpaHUTb» MPOMUCXOAMT CoxpaHeHue KoHourypauumn Bo flash-namartb
ycTpoicTBa. YTobbl HACTPOMKM BCTYNWUAM B CUAY HaXKMUTE Ha KHOMKY «CoxpaHuTb M MpumeHUTb». HekoTopble
HaCTPOWKM BCTYNAT B CUAY TOIbKO NOCAE Nepe3arpysku yctTpoictea. Cuctema npeaynpeamt o6 sTOM Npu HaxKatum
Ha KHOMKY.

2. OTmeHa U3MeHeHUM
OTMeHa WM3MEeHeHUI NPOoU3BOAMUTCA TONbKO A0 HaXKaTuA Ha KHonky «lpumeHuTb». B 3atom cnydae

M3MeHEHHble Ha CTpaHuUe napameTpbl obHoBATCA TEKYWMMUN 3HAYEHUAMMU, 3alMNCAHHBIMN B NaMATU YCTpOVICTBa.
MNocne HaxkaTMA Ha KHOMRY ((anMeHl/ITb M3MEHEHNA» BO3BPAT K Npebiaywinm HaCTpOﬁKaM 6yAET HEBO3MOXEH.
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4.3 MNaHenb ynpaBAeHUA YCTPOUCTBOM

Bce M3MeHeHMA HaCTPOEeK YCTPOWMCTBA BbIMOMHAKOTCA NPW MOMOLWM BKAAZOK «[laHeau ynpasaeHUs»,
pacrnosioXKeHHOW Ha neBoi cTopoHe Beb-nHTepdeiica.

4.3.1 OcHoBHble 3niemeHTbl Beb-uHTepdeiica

DHELTEX

1

Wi-Fi

2 Hactponka 241y

Wi-Fi 5"y TCP/IP IPvE Firewall AgMuHucTpPUpOBaHue

LAN wHTepebeiic HacTtpoika LAN uHTepcpeiica

WAN wuTep peuc 3Ta CTPaHuLa NPeAHasHaYEHa ANA HACTPOAKK NAPaMeTROoB JIOKANEHOM BEMMCAMTENSHOR CETH,

MOAKNKMEHHOM K LAN NOpTal Balwero poyTepa. 348tk Bel MOXETE M3MEHUTE IP-3apEc, MACKY NOACETH,

VLAN nutepdeiic HaCTROMKM DHCP 1 npoyee.
IP-agpec: 192.168.1.254
Macka nogcet: 28525525510
OcHOBHOA Wz 0000
DHCP: Server -
Hauansuwit agpec nyna IP- 192 168.1.100
anpecoe: o
KoHeyHelid agpec nyna IP- 192 168.1 900
ET I - o

MOKa33TL AKTUBHLIE KNUEHTLI

Bpema apexgel DHCP 480 (1 ~ 10080 muHyT)

HacTpomka craTwieckoro DHCP

Wma gomena: Realtek
Nongepxka STP: Briknioueno -
Knonuposate MAC appec: 000000000000 .

COXpaHK|Th COXpAHUTE W MPUMEHITE CBpocKHTh U3MEHEHWA s

PucyHOK 5 - dnemeHTbl HaBuraumm Web-koHourypatopa

KHoMKa cmeHbl A3bika Beb-nHTepdeiica.
BepxHee ropnsoHTaAbHOE MEHIO BKIaA0K.
JleBoe BepTUKa/IbHOE MEHI0 BKNAAOK ANS BbINOJHEHNS HACTPOEK.

OcHOBHOE MoJie HaCTPOEK YCTPOMCTBA, COOTBETCTBYIOLLLEE BbIOpaHHOW BKNagKe us nons 3.

A

KHOMKM coxpaHeHUss U3MeHeHUN KoHbUrypaumm u cbpoca 4o nocaeaHnX COXpPaHeHHbIX 3HAYEHWA.

4.3.2 MeHio «HacTpoiika»

B meHo HacTpoika moKHO BbibpaTb MacTep HacTpolikn ans yCTaHOBKM OCHOBHbIX NMapameTpoB paboTbl,
WK BbIBPaTb peXknm paboTbl B COOTBETCTBYIOLLEM NoAMEHIO "Pexunum paboTbl".
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4.3.2.1 MeHto «MacTtep HaCTpPOIKu»

MacTep HacTponku

MacTep HACTROMKK NOMOKET Ban LWAr 33 WAarok HAacTROMTE YETPORETED.

MacTep HacTpoRkK NpoeeAeT Bac no HeoBxogMMeIM 3Tanam. AnA Toro 4Tofbl
Ha4aTh HACTROMKY, HAKMWTE KHOMKY 'Oanee’

. Bribop pexuma paboTel yoTpoACTES

. Briiop BpeMeHHOR 20HE!

. Hactpoika LAN weTepdefica

. Hactpoika WAN uHTepdeica

. Hactpoikn WLAN wHTepdeica

. Hactpoika napametpoe GecnpoeogHoi BezonacHocT

[y B R N

Mpy NepBoM BK/IIOYEHUWN YCTPOMCTBA BOCMONb3YMTECH MAacTEPOM HACTPOWKWU ONA BbICTaBAEHUSA OCHOBHbIX
napameTpoB paboTbl ycTpoicTBa. MacTep no3BoAeT LWar 3a LWaroM HacTPOUTb:

®  Pexum pabortbl;

®  CUMHXPOHM3ALMUIO BPEMEHU;

e [lapameTpbl LAN-uHTEpDEliCa;

e [apameTtpbl WAN-uHTepdeica (UHTepHeT);

e [lapameTpbl Wi-Fi ceTeit gnanasoHos 2.4 Ty un 5 M,

Mocne BbINONHEHMA BCEX HACTPOEK B MacTepe YCTPOMCTBO byaeT nepesarpy:eHo Ana NnpumeHeHUs HOBOW
KOHbUrypaumm.
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4.3.2.2 MeH10 «Pexxum paboTbi»

YCTponcTBO NnoaaepKmMBaeT 3 OCHOBHbIX pexkmma paboTbi:

PeXXum padoThbl

Bbl MOX&Te YCTAHOBUTL pazuyHble pexnmMbl patoTsl LAN 1 WAN uHTepdheiicos.

* Wnwo3:

MaocT:

Bridge address:

IP-agpec:

Macka NofceTH:

MoaKnioYeHre K
nposaiigepy no GecnpoBogHOM
cetn (WISP):

B atom pexvme NAT BKNIOYEH, BCE YCTPORCTBA, NOAKMIOYEHHDbIE K LAN
MopTaM, BbIXOAAT BO BHELHIOW CETb Yepe3 ofuH IP agpec, HasHauyeHHbIi
Ha WAN nopT. Taioke Bbl MOXETE HACTPOWTL TN COEAMHEHNA Ha
CTpaHuLe HacTpoek WAN uHTepdedica. locTynHble pesumMbl: PPPOE,
DHCP KnueHT, PPTP knWeHT, L2TP KNMEHT unu Static 1P.

B aTom pexume sce Ethernet nopTel v BecnposogHble MHTepdeich
cBA3aHbl Mexay coboi, a hyHkuma NAT BoikmoyeHa. HacTpoiikm WAN
WHTepdelica u Firewall HegoOCTYNHBL.

DHCP -
192.168.37.1

255.255.255.0

B 3ToM pexume Bce Ethernet nopTel cBA3aHbI Mexy coboii.
BecnpoBOAHON KIMEHT NOOKIHYASTCA K TOUKE JOCTYNa WHTEPHET-
npoBaiigepa. NAT BKMIOYEH, BCE YCTPONCTBA, NOAKIHYEHHBIE K
NOKaNbHbIM NOPTaM, BLIXOLAT BO BHELLHIOW CeTb Yepes oguH IP agpec,
HasHa4eHHbIil Ha WAN nopT. 1ns NOgKMHYEHUA K TOYKE JocTyna
MHTEpHeT-NpoBaigepa Heobxogumo nepesecTn becnposogHoi
NHTepdEelic B peXuM KIWMeHTa v BbiDpaTh ceTb Ha cTpaHuue "Ob3op
ceTeii". Taioke Bbl MOMETE HACTPOMTL TUN COELWHEHWA HA CTpaHWLe
HacTpoek WAN uHTepdheiica. [locTynHble pexumbl: PPPoE, DHCP
KnueHT, PPTP kneHT, L2TP knueHT wnn Static 1P,

WAN

WHTepdeiic: WLAN 2.4y, ~

CoxpaHuTb CoxpaHuTts 1 [TpUMEHUTL CBOpocHTh M3MEHEHWA

e  LlUno3 — ycTponcTBo paboTaeT KaK 0ObIYHbIN AOMALLIHUI MapLUPYTU3aTOP C BKAOYEHHON (yHKUMEN
NAT (Network Address Translation), Bce ycTpolicTBa noakatodeHHble K LAN ceTu BbixogAaT yepes oguH IP agpec,
HasHa4yeHHbIM Ha WAN nopt. JoctynHbl pexxumbl: DHCP knunenT, Static IP, PPPoE, PPTP, L2TP.

e MocT — B 3TOM perkume Bce Ethernet nopTbl n 6ecnpoBoaHble MHTepdecbl paboTatoT B 04HON ceTH,
¢yHKuma NAT BbikatodeHa. Hactpoiikm WAN nopta u Firewall HepocTynHbl. ECTb BO3MOXHOCTb 3a4aTb
CTaTU4YeCcKue HacTporKku gns nHtepdelica nam nonyyeHme no DHCP.

e [logKknoueHune K npoBaiiaepy no 6ecnposoaHoi cetn (WISP) — B aToM pexkume oamH U3 moaynen Wi-
Fi (2,4 Ty wunm 5 ITU) nepexoaAuT B PEXUM KAMEHTa, MOAKAYaeTca K 6ecnpoBogHOM ceTu nposangepa U

paboTaet B KauectBe WAN noprTa.

AboHeHmcKuli mapwpymuzamop RG-35-Wac
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4.3.3 MeHto «Wi-Fi 2.4 Mu» n «Wi-Fi 5 My»
B meHto «Wi-Fi 2.4 TTu» 1 «Wi-Fi 5 Tu» BbINONHAOTCA HAacTpoiKM becnpoBoaHoi Wi-Fi ceTn. HacTpoiiku
BblnonHATCA ana cet Wi-Fi Ha yactoTte 2.4 [Ty, uam 5 Ty, YcTpolicTBO nogaepKmMBaeT paboTy 04HOBPEMEHHO B

ABYX ANana3oHax 4acTorT.

MNoameHIo «OCHOBHbIE HACTPOMKU»

OcHoOBHble HacTpolkn 6ecnpoBogHoro nHTepdeiica 5y

3Ta CTPAHWLAE NPELHAZHANEHE ANA HACTPORKM NApaMETHOE 4OCTyNE WLAN KMEHTOE.

OtkntodmTe YWLAMN uHTEpERC

YHacToTHLIA AMaNazoH: 5 GHz (A+N+AC) -
Pesum paboTer: AP v
Wma cetw (E510) Eltexd?iFisG

WnpuHa kaHana: 40MHz -

Kanan: Auto v
CrpeiBaTe Mma cetu (S3I0): Het -
Brnramte pesin Wi-Fi Multimedia (Whahd): BrnmyaHo -

OrpaHuyenne T 0 MWautic (0:Gez arpaHu4eHKid)

Orpanuyenne Ry 0 MWeur/c (0:bez arpaHu4eHKd)

AKTHEHEIE CoeOWHEHKA: 0 38T AKTHEHEIE KNHEHTEI

[OCTeELIE CETH

BrntuuTe KNoHMpoEaHue MAC

BrntouuTe peskum YHueepoaneHoro MNoetoputena (PaboTaeT B kavecTee T W KIMEHTA 04HOBREMEHHD)

WMma cetn (SSID) gononHuTensHoro wHTepdelica: RTK 11n AF RFTO

JofaenTe K npodung

— Omkaryums WLAN uHmepgpelic — npu yctaHoBneHHoM dnare cetb Wi-Fi ana yactotbl 2.4 My, uau
5 Ty, BbIKNOYEHA.

— YacmommHelili duana3oH — NO3BOAAET BbIOpPaTb pexxmum paboTel gns 6ecnpoBogHoro nHtepdelica B
COOTBETCTBMMU C cepuelt ctaHaapTos Wi-Fi 802.11.

Ona 2.4 Mu;:

= 2.4 GHz (B) — echun Bce becnpoBogHble KAMEHTbI Nogaep:kusatoT ctaHaapT 802.11b, no aaHHoMy
CTaHAAPTY MaKCMManbHasa CKOPOCTb cocTasnsaeT 11 Méut/c;

= 2.4 GHz (G)—no ctaHaapTy 802.11g makcMMabHasa CKOPOCTb cocTasnseTt 54 M6éut/c;

= 2.4 GHz (N) - ctangapt 802.11n npeaycmaTpuBaeT MakCMManbHYO cKopocTb Ao 300 M6éuT/c;

= 2.4 GHz (B+G) — ecnn B ceTU NPUCYTCTBYIOT BecnpoBoaHble KAMEHTbl ¢ nogpepxkoin 802.11b u
802.11g, no craHgapTy 802.11g makcMmanbHas CKOPOCTb cocTasnaeT 54 Méut/c;

= 2.4 GHz (G+N) — echn B ceTn nNpucyTcTBYOT 6ecnpoBogHble KAWEHTbI ¢ nogaepKkon 802.11g u
802.11n, To MaKkcMManbHaa CKopocTb coctasnaet 300 M6uT/c;
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" 2.4 GHz (B+G+N) — ecnv B ceTn NpuUcCyTCTBYIOT 6ecnpoBoaHble KAMeHTbl ¢ noaaep:koi 802.11b,
802.11g 1 802.11n, To MaKcMManbHasa CKOpPOCTb coctasaseT 300 M6ut/c.

Ana 5TTy;:

® 5 GHz (A) — makcumanbHas CKOpOCTb coctasnaeT 54 Méut/c;
® 5 GHz (N)— paHHbIV CTaHAaPT NpeaycMaTpMBaeT MaKCUMMasibHYIO0 CKOpocCTb A0 150 M6éut/c;
® 5 GHz (A+N) — cTaHgapT nogaepxueaet paboty ycrporicts ¢ 802.11a n 802.11n;
® 5 GHz (AC) - paHHbIV cTaHAAPT NpeaycMaTpMBaeT MaKCUMasbHY CKopocTb Ao 433 M6éuT/c;
® 5 GHz (N+AC) - ctaHpapT noaaepxusaet paboty ycrpoiicts ¢ 802.11n 1 802.11ac;
" 5 GHz (A+N+AC) - cTaHZapT noageprkmeaeT paboty yctpoicts ¢ 802.11a, 802.11n n 802.11ac ¢
MaKCMManbHOM ckopocTbio 433 M6éuTt/c.
— Pexum paboTbl — N03BOAAET BbIOPATL B KAKOM pexxume byaeT paboTaTb pagmomoaynb:
e AP — peXum Touku 40CTYyna;

e WDS — pexum 6ecnpoBogHOro MoCTa AJ1A COEAMHEHMA HECKOJIbKMX TOoYeK A0CTyna,
O0MNO/IHUTENIbHbIE HACTPOMKKU COAEPKATCA B NOAMEH0 « becnpoBoAHOM MOCT»;

e AP+WDS — pexum paboTbl 04HOBPEMEHHO B KayecTBe TOYKM AOCTyna M 6ecnpoBogHOro
MOCTa;

— [locmesble cemu — NO3BOASAET HacTPpouTb A0 4-x SSID Ha KakAblii AManasoH C PasinNydHbIMM
HacTpolikamm 6e30nacHOCTK.

— Wmsa cemu (SSID) - nma 6ecnpoBoAHON ceTW, UCNONb3yeTcA ANA MNOAKAOYEHUA K YCTPOMCTBY.
MakcumanbHas ANMHa MMeHM — 32 CMMBO/A, BBOJ C YYEeTOM perucrpa KnasmaTypbl. [daHHbIN

o ou uon o n

napameTp MOXKeT cOCTOATb U3 LMdp, NaTUHCKMX BYKB, Npobenos, a TakKe cumsonos “-“, “ 7,
“aroesr YH npm atom cumsonbl ‘17, 7 “#” n npoben He MoryT CTOATb NEPBbIMU.

— UupuHa KaHana - WUMPMHA NONOCHI YAaCTOT KaHana, Ha KoTopom paboTaeT becnpoBoaHas TOuKa
[0cCTyna, NpMHUMmaeT 3HaveHua 20, 40 My, Ha yactoTe 2,4 Ty wam 20, 40, 80 My Ha yactoTe 5
Mu,

— KaHan - Homep KaHana Ana paboTbl HecnposBogHoW ceTu. [lpu BblibOope 3HAYeHUs «auto»
aBTOMATMYECKUN ONpeaensaeTca KaHan C MeHbLUMM YPOBHEM MOMEX.

— CKkpbieamb umsa cemu (SSID) - npu ycTaHoBNeHHOM ¢nare ToYka gocTyna byaer ckpbita B adupe.
MoAKNOUMTBCA K HEN MOXKHO 3apaHee 3Has eé SSID.

— Bkarovume pexcum Wi-Fi Multimedia (WMM) - npu ycTaHoBneHHOM daare BKAoYeHa yHKumA Wi-
Fi Multimedia, KoTopaa mo3BosseT ONTMMMU3NPOBATb Mepegayvy MyabTUMeamnitHoro Tpadumka no
b6ecnpoBoaHON cpese.

— OepaHu4veHue Tx — NO3BONAET 334aTb OrpaHNYeHUne no nepegade Tpadurka Wi-Fi KnveHTam.

— AKMuUB8Hble cOeOUHEHUS — OTKPbIBAeT B HOBOM OKHe Tab/inLy CO CMMCKOM BCEX MOAKAOYEHHbIX K
Wi-Fi ceTn KnneHToB.

— MaKcumaneHoe Koauvecmao KaueHmos — No3BoAseT 3a4aTb Konndectso Wi-Fi ycTpoiicTs, KoTopble
OZHOBPEMEHHO MOTYT ObITb NOAKMOYEHDBI K TOUKE A0CTyna. YTOObl CHATb OrpaHMYEHME BbICTAaBUTE
3HaueHune 0.

’
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MoameHio «PaclumpeHHble»

PacwunpeHHble HacTpouKK GecripoBofHoro UHTepdenca 5y
HaHHele HACTPORKK NPefiHazHaYeHEl ANA ONLITHEX NONB30BaTENEA. He MEeHARTE 3T HacTPORKK, ecrv Bel
HE MMesTe NPEACTABNEHNA O TOM, Kakoi ahherT OHM JOMTHHE| OKa3aTe Ha paboTy ToukM LOoCTyna.
Nopor GparMeHTaLMK; 2346 {256-2346)

Nopor RTS: 2347 (0-2347)

HHTEpBaJ‘I NOCEINKY NakeTa

iy 100 (20-1024 mc)

IAPP: * BrNHHEHD BEIkHHEHD

3ALUMTE K3l poE: Brno4eHo ® BeIKNHOHEHD

ATperayma; * BrnH<eHo BlkNHHEHD

KOPpOTKMA 3aLWMTHBIR

WHTERBEN: * BrnwdeHo Brikni4eHo

WLAN Partition:; BrNtMeHD @ BeIKMHMEHD

STBC: * BKNHHEHD BblkntHEHD

LOPC: * BKNHHEHD BblkntHEHD

Tx Bearmforming: * BENH4EHD Brikni4eHo

MU BAIRAC: BrkrniveHo ® BhIKNHMEHOD

Mutilcast to Unicast: * BrNH4EHD BrIkniHEeHD

TOLS Prohibited: BrntHeHo ' BolknHHEHD

TOLS Channel Switch E o

Prohibited: KNHMEHD BIKNHHEHD

MOWHOCTE QaAN0-MOAYNA; *100% 70% 50% 35% 15%
GECIIE NI ERTAS  COpoCcTE M3MEHEHHA

Mopoz ppaemerdmayuu (Fragment Threshold) - makcMmanbHbI pasmep HenpepbiBHOro 6/10Ka
AaHHbIX ons nepefayu no becnposofHol ceTu. JaHHble 6osblwero pasmepa byayt pasbuTbl Ha
yactTu — ¢parmeHTUPOBaAHbI; MPUHMMAET 3HavyeHus oT 256 go 2346.

Mopoz RTS (RTS Threshold) - makcuMmanbHbIM 3anpalinMBaembiii pasmep 6/10Ka AaHHbIX AnA
nepeaauun. B texHonornn CSMA/CA naketbl RTS (request to send) nocbinatotca 6a30Boit CTaHL MK
00 nepefayn peanbHblX AaHHbIX. Mpu HannumMm cBoboaHOro okHa 6as3a oTeBeyaeT naketom CTS
(clear to send) n KAneHT oTcblIaeT NaKeT 3aNpOoLWEHHOro pasmepa. Yem meHblue pasmep RTS, Tem
6osblle BEPOATHOCTb MOMYYUTb  paspelleHne OT 6a3oBOM  CTaHuumn, Tem  bBbicTpee
BOCCTAHAB/IMBAETCA CETb NOC/E KONN3UIA, HO TeM MeHblUe NPOU3BOAUTENIbHOCTb CETU B Le/IOM.
MpuHMMmaeT 3HavyeHuAa ot 0 o 2347.

MHumepsan noceinku nakema "Maak" (Beacon Interval) - NpoMeKyTOK BpemMeHU Mexay
cnyebHbiMmK coobuweHnamm (Maskamm) B becnpoBogHoi cetu. Cny»kebHble cooblieHMs nepeaatoT
napameTpbl 4YacToOT, MPOTOKON0B, 6€30MacHOCTMU, MOLLHOCTU MepefaTyMKOB, 3aZepXKeK U T. 4.
MpuHMMmaeT 3HaveHuAa oT 20 go 1024,

Tun npeambynel (Preample Length) — pasamep npeambynbl NOKasbiBaeT AJMHY CAYKeOHOro nons B
Karkaom nakete. [nvHHas npeambyna coctouT u3 128 6uMT, KopoTKaa — m3 56 6uT. KopoTKuii
pasmep npeambynbl NoBbllwaeT obuiee ObICTPOAENCTBME CUCTEMbI, UCNOAb3yeTca  A/A
MYIbTUMELUMNHDBIX MPUNOIKEHUIA.

IAPP — npotokon IAPP (Inter-Access Point Protocol) no3Bonser ncnosib3oBaTb POYMUHT KAUEHTOB
MEXKAY HECKOJIbKMMM TOYKaMM A0CTyNa BHYTPU OAHOMO CErMEHTa CETU.

3awuma Kadpos (Protection) — 3To cneuuanbHbii mexaHnsm ana certeir 802.11b/g. BKaoyeHune
MEXaHW3Ma rapaHTUPYeT BO3MOXKHOCTb pPaboTbl mMedsieHHbIX YCTPOMCTB cTaHgapTa b B cpeae ¢
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60/blWIMM  KOIMYECTBOM  BbICOKOCKOPOCTHbIX YCTPOMCTB CTaHgapTa g. 3To  JocTuraetca
yBE/IMYEHMEM BPEMEHWN OBCNYKMBAHUA CTAPbIX KAWMEHTOB, 334aHMEM A1 HUX MEHbLUEro pasmepa
OKHa RTS, cHueHuem obuiero 6bicTpoaencTBmA CeTu.

— Aepezayusa (Aggregation) — BK/IOYaeT BO3MOMKHOCTb OObEAMHEHUA HECKONbKUX ManeHbKUX
NnakeToB AN1A nepesayn B ogHOM 60/bLLOM.

— Kopomkuli 3auumnsili uHmepsan (Short Gl) — cpeACTBO CHUMKEHMUA OLWNBOK NpU B3aMMOAENCTBUM
pagMo yYCTPOMCTB — MNYCTOM MPOMEXKYTOK MeXay nepenaBaemMblMM LIECTHAALATEPUYHbIMMU
cumonamu  (0,1,...E,F). CTaHAapTHbIA ANUHHbLIA  3aWUTHbIX  MHTepBan (Long GI) wumeer
npogonkmtenbHoctb 800HC. CymTaeTca, 4YTO 3@ 3TO BpPemMA CUrHAN MNOJAHOCTbIO A0X04uT 40
NPUEMHMKA C y4ETOM BCEX 3a4€epPXKeK M OTPAXKeHMN. [0 UCTevYeHMn 3TOro MHTepBana, nepesaeTcs
cnegyrowmin cumson. Short Gl gnutca 400Hc. Mcnonb3oBaHue Short Gl nosbiwaeT ob6uyto
npoun3BOAMTENBHOCTb 6ECNPOBOAHON CeTU NpUMepHO Ha 11%, HO MHOrAa BedeT K YBENUYEHUID
oWKnboK Nnpuema/nepegaun.

— WLAN Partition — BKNtoYeHWe 3anpeTa B3aumoaencTama 6ecnpoBogHbIX KAMEHTOB MeXKay coboi.

— STBC — BKAtoyeHne mexaHmsama Space Time Block Coding (STBC), ncnonb3syetca B 6ecnpoBogHbIX
CeTaxX ANA nepeaaym Konuii NoToKa AaHHbIX Yepe3 HECKOJIbKO aHTEHH M Ana obecrneyeHuns npMéma
pa3HbIX BEPCUn 610Ka AaHHbIX B LeNAX NOBbILWEHNA HaLeXHOCTU 0ObmeHa AaHHbIMU. M3BECTHO, YTO
pagnoCcurHan pacnpocTpaHAeTca B cpefe Mo AOCTAaTOYMHO C/IOXKHBIM TPAEKTOPUAM U MOABEPIKEH
B/IMAHMUIO OTPaXKeHua, pedpakLmm, pacCeEMBAHMUA, a TaKKe UCKArKaeTca BO3AENCTBMEM TEMNI0BOro
LWYMa NPUEMHMKA, YTO B KOHEYHOM CYeTe NPUBOLMUT K TOMY, YTO OLHU KOMUW NepesaHHOoro cMrHana
MOTYT OKa3aTbCA 3HAUYMTENbHO Nlyylle Apyrux (MeHee UCKaKeHbl). ITa M3ObITOYHOCTb MOBbIWAET
BEPOATHOCTb KOPPEKTHO AEeKOAMPOBaTb CUTHAN U3 HECKOJIbKMX ero KoM Ha NpMEMHOM CTOpPOHe.
TexHonorua STBC obbeagMHAET BCce KOMUMU NPUHATOrO 6/10Ka AaHHbIX ONTUMAa/IbHbIM 0bpasom ana
N3B/IEYEHMA MAKCUMANIbHOTO KOIMYECTBA MHPOPMALLIUN N3 KaXKa0M U3 HUX.

— LDPC — ncnosib3oBaHWe KOPPEKTUPYIOLLEro KoJa C MaJion NAOTHOCTbIO MPOBEPKN Ha YETHOCTb Low-
density parity-check code (LDPC), KoTopbli nossonser 6onee 3pPeKkTMBHO OBHapyKMBaTb WU
MCNPaBAATb BO3MOXKHble OWMBKKN Npu Nnepepaye cMrHana yepes 6ecnpoBoaHoOn NHTepdeiic.

— TX Beamforming — TexHonorua, nogpasymesatow,aa GoOpmMpPOBaHME 3/1EKTPOMArHUTHOrO nons
aHTEeHHbl 6a30BOI CTaHUMM B JajibHel 30He B BWAE Y3KOHaNpPaBAEHHOro r/1aBHOMO JIEMNecTKa,
OPUMEHTUPOBAHHOIO B CTOPOHY QabOHEHTCKOrO YCTPOMCTBA C BO3MOMKHOCTbIO W3MEHEeHUs
HanpaB/IEHHbIX CBOMCTB NPY U3MEHEHWNWN NOMOXKEHMA 3TOro 0bopya0BaHMUA.

— MU MIMO — nossonseT nepeaaBaTb OTAE/bHbLIA NOTOK KarKAOMY NOAKAOYEHHOMY YCTPOMCTBY, YTO
obecneumBaeTr 6onee BbICOKYD CKOPOCTb MPUM MNOAKAIOYEHUN OLHOBPEMEHHO HECKONbKUX
YCTPOWMCTB.

— Multicast to Unicast — no3sonseT nepegasaTb 6ecnpoBogHbim ycTpoctBam Multicast noTok B Buae
Unicast, npu ycnosum yto BrAtodeHa onuua UDP2HTTP B HacTponkax WAN uHTepdelica.
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NoameHio «be3onacHOCTb»

HacTpoika napameTpoB 6e3onacHocTH onA uHTepdeica 5Mu

NaHHEIe HACTPOAKM NO3E0NAKT Bam 334aTk NapamMeTpel Ge30NacHOCTH. BeiGop TUNa WMHPOBAHWA NOMOXKET Bam NpesoTBpaTUTE
HECAHKL MOHMPOBAHHEIA 0CTYN K BAWER BECNPOBOAHOR CETK

Bribepute SSI0 Roat AP - EltextiFi5s G -
lMeTon NPoOEEPKM NOAJIMHHOCTH: WFAZ v
MeTon ayTeHTHHHKALMK Enterprise [RADIUS) @ Personal (Pre-Shared Key)
Tun wuppoeaHua WRAZ: TKIP  # AES
Management Frarme Protection: =none O capable © required
Dopmat kmya: Passphrase -
Knwou:

CHROCUTE HEZMEHEHMA

— Bsibepume SSID — Bbi6Op ceTu, AnA KOTOpoi byAeT BbINOAHATLCA KOHPUTYPUPOBaHUE.

— Memod nposepku nodauHHocmu — BbiIbop pexnma 6besonacHocTn becnpoBoaHON ceTu:

o  OmkntoyeHo — WndpposBaHne HecnpoBOLHOM CETU OTCYTCTBYET, HU3KUIN YPOBEHb He3onacHoCTH;
e WEP — wndposaHme WEP. WEP-knto4 [0MKEH COCTOATb M3 LWECTHAALATEPUYHbIX UUbpP U
umeTtb gauHy 10 uam 26 cumBonoB, MBO [OMKeH bBbiTb CTPOKOW (cumBonbl a-z, A-Z, 0-9,
~l@#S%"&*()_-+=) M meTb A/ IMHY 5 uan 13 cumBoNOB;

o WPA2 — wuoposaHne WPA2. [innHa Kntoda cocTaBaseT oT 8 go 63 cumBonoB. Paspeluaerca
MCNONb30BaTb TONILKO CUMMBOAbLL: a-z, A-Z, 0-9, ~I@#S$% &*()_-+=;:\\|/?.,<>"" wan npoben.
WnpposaHme WPA2 obnapaet ropasgo 60/1blwMm ypoBHEM 3aLLMTbI NO cpaBHeHMo ¢ WEP;

o WPA-Mixed - wndpposaHne WPA n WPA2. lnnHa Kntoda cocTtasaseT oT 8 go 63 cMMBO/OB.
Pa3peluaeTtca MCnosib3oBaTh TOAbKO CMMBOAbL: a-z, A-Z, 0-9, ~1@#S%"&*()_-+=;:\\|/?.,<>"" nn
npoben.

/’ PekomeHAgyeTcA UCNonb30BaTb pexkumbl 6e3onacHoctu WPA-Mixed u WPA2 KakK Haubonee
6e3onacHble.

—  AymeHmudukayua 802.1x — npu ycTaHOBAEHHOM dnare Toyka p[ocTyna 6yaeT aBTOpPM30BbIBATb
KnnenTos no 802.1x (WPA/WPA2-Enterprise) ¢ ncnonssosaHnem RADIUS-cepsepa.

— RADIUS Server IP Address — agpec RADIUS-cepsepa.

— RADIUS Server Port — Homep UDP-nopta gns obmeHa AaHHbIMU mMexay ycTponctBom u RADIUS-
cepsepom (No ymonyaHuio 1812).

— RADIUS Server Password — naponb goctyna kK RADIUS-cepsepy.

— Memod aymeHmuguxkayuu — Bblbop crnocoba ayTeHTUIUKaLMM MNpU MNOLKNOYEHUN YCTPOMCTBA.
BapunaHTbl 3aBUCAT OT BbIbOpPa MeToAa NPOBEPKM NOAJMHHOCTH:
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Open System — ayTeHTUOMKAUMA B peXXuUme OTKPbITON cucTemMbl He TpebyeT naponsn, obnagaet
HU3KMM YPOBHEM 3aLUUTbI;

Shared Key — ayteHTMdUKauMa ¢ Mcnosib3oBaHMeEM obLWEro Kaoda K cetn ana wudpoBaHUs
WEP;

Auto — aBTOMATUYECKWNI BbIOOP NoaxoasaLLero cnocoba ayteHTUOUKauuuy;

Enterprise (RADUIS Key) — ayTeHTUdMKauma ¢ ncnonbsosaHnem RADIUS cepsepa;

Personal (Pre-Shared Key) — ayTeHTUdUKALMA C NCNOb30BAHNEM OBLLLErO NAPOSA K CETU.

AnuHa Kaoya — BbIBOp AANHBI KAtoya npu wudposaHum WEP: 64-bit namn 128-bit.

®opmam Kaoua — Bbibop dopmaTta Katoda wudposBaHua: Hex mam ASCIl gna wudposaHua WEP, a
Take Passphrase («cekpeTHas ¢pasza») unn HEX64 (64 cumeona) ana WPA2 n WPA-Mixed.

Knrouy — none gna BBoAa KAtova WwWndposaHuaA, No KOTopomy byaet obecneumsaTbeca AOCTYN K CETH.
Management Frame Protection — BKAlOYeHMWe 3aluTbl dpermoB ynpasBaeHuA. BapuaHTbl: none
(oTkntoyeHo), capable (BbibopouHO) M required (o6asaTenbHo). Mpu BbIbOpe BapwaHTa capable
OOCTYMEH MYHKT C BKAOYEHNEM GYHKLMM X3pLIMPOBaHKUA No anropmutmy SHA256.

MoameHo «YnpaBneHue JoOCTYynom»

B nogmeHto «YnpasnieHMe AOCTYNOMY» BbINOHAOTCA HACTpPoiKa ¢uabTpaumm goctyna no Wi-Fi 1 MAC-

afpecy KAneHTa.

YnpaeneHnue goctynom 5y,

CMNWCOK paspelerHblL NOIE0NAET NOAKNHHATECA TOABKD KNMEHTAM M3 AEHHOM COMCKE. MyHKT "CrMCoK SaNPELWEHHENE" OrpaHMHMBaET
AOCTYN K TOMKE A0CTYNA ANA KNWEHTOE 143 3TOM CAMCKR

Pesum KOHTRONA AocTyna: OTkAWYEHD -

MAC-anpec

KommeHTapui:

CnUCoK YETPORETE ANA BEIBPAHHOTD PEKAME KOHTPONA 40CTYNA:

CHPOCHTE MZMEHEHKA

MAC.agpec Kommentapuit

Y0ANHTE BRIApaHHLIE YRanuTe Bce OYHCTHTE

Pextum KoHmponas docmyna — no3BoAseT 3a4aTb OAMH U3 TPeX PeXKMMOB pPaboTbl ¢ 6ecnpoBoOAHbIMU
YCTPOICTBAMM:

OMmKo4YeHo — Hem o2paHuUYeHuUl Mo nooKa4YeHUr ycmpolicms;

benvili cnucok — K Wi-Fi cemu moaym nodkao4umeca mosasKo ycmpoticmea ¢ MAC-adpecamu
U3 CMUCKQ pa3peweHHbIX;

YepHoili cnucok — K Wi-Fi cemu mo2ym nodKna4vameca ece ycmpolcmea, 3a UCKAYeHuem
repe4vucneHHsix 8 CrucKe.

MAC-adpec — none gns seoga MAC-agpeca ycTpolicTBa. Aapec BBOAMTCA CMJIOWHbIM TeKCTOM 6e3
pasgenutenein, Hanpumep a8f94b214fa0.
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— KommeHmapuli — none ans KOMMeHTapus K gaHHomy MAC-agpecy. He 06s3aTefibHO 19 3aN0/IHEHUS.
[na ynobcTea peKkomeHAyeTcA 3anucbiBaTb Ha3BaHWe YCTPOMCTBA, A4/19 KOTOPOro 3aBOAMUTCA 3anuch B
CMUCOK.

MNoameHto «becnpoBoagHOU MOCT»

B noameHto "becnpoBogHON MOCT" MOMKHO YCTaHOBUTb COEAMHEHME C APYIMMMW TOYKamM AO0CTyrna yepes
6ecnpoBoaHoit moct WDS, ucnonbsysa nx MAC-agpeca.

BecnpoBoaHon moct WDS 5l

BECNpoBEOAHORA MOCT YWDS MCNONE3YETCA ANA CEAZM © APYTMMK TOMKSKMK AOCTYNE, KK 3T0 AEN3ET
Ethernet. Bam HyKHO YCTAHOBMTE 3TWM TOMKW AOCTYNA B O4HOM KSHANE, 3343Te MAC-3APEC AyTHE TOMEK
JOCTYNA, © KOTOPRIMA BRI XOTMTE CEAZATLCA, B TAANMUE, 3 33TEM BKNHHMTE GECNPOBOAHOMN MOCT WS,

Brnrouute WD
WAC-agpec:

CropocTe: Auto -

HOMMEHTARHA:

WERTACN AL AR CHQOcATE MIMEHEHKA

LKppoeaHue AT CTETHCTHEY

Terywmre Todk WOS

MAC-aapec CropocTe Tx (MAKUTC) KOMMEHTS KA

YA ANUTE BEIBRAHHEIE Y1 an|Th BCE CMUCTHTE

OyHKunA WDS moXKeT MCMoJ/1b30BaTbCA OTAENbHO A5 KaXKA0ro AMana3oHa 4acToT.

— MAC-adpec — none gns seoga MAC-agpeca ycTpoiicTBa. Agpec BBOAMTCA CMJIOWHbIM TeKcTom 6e3
pasgenuteneit, Hanpumep a8f94b214fa0.

— Kommenmapuli — none gns KoMmeHTapus K gaHHomy MAC-agpecy. He 06s3atenibHO ANA 3aN0oHEHMS.
[na ynobcrea pekomeHAyeTcs 3anucbiBaTb Ha3BaHME YCTPOMCTBA, A/19 KOTOPOro 3aBOAWUTCA 3arnuch B
CMUCOK.

NogmeHto «0630p ceTeii»
B noameHio «O630p ceTel» MOXKHO 3anycTutb nouck apyrux Wi-Fi ceTein B 3agaHHOM 4YacCTOTHOM

AManasoHe C Lenblo onpeaeneHms MUHMMAbHO 3arpy*KeHHOro KaHana npu TOHKOW HacTpoiKe ceTu. TakkKe
yepes 3TO NOAMEHIO BbINONHAETCA NOAKAOYEHMEe K becnpoBoaHOol ceTu npoBaliaepa B pexkume pabotbl WISP.

26

AboHeHmcKuli mapwpymuzamop RG-35-Wac



O ELTEX

O630p 6ecnpoBoAHbIX ceTel 5L

3Ta CTPAHMLA COAEPHMT MHCTRYMEHT ANA CKAHWMPOBaHKMA GeCnpoOBOAHOMR CETK. Bel MOXEeTE
NOAKNHHMWTECA K HARABHHORM TOYKE 40CTyNa npw pafoTe YWi-Fi MHTRPHERCE B PEXUME KNMBHTA.

AHUPOEATE

t=1=]| ] BESID KaHan Fesnm WndpoeaHue CHrHan

Mane

MopgmeHto « WPS»
B nogmeHto « WPS» BbINnosiHAETCS HacTpoiKa npotokona WPS (Wi-Fi Protected Setup).

WPS — cTaHgapT noJjlyaBTOMatuMyeckoro cosgaHusa becnposogHon cetn Wi-Fi. Llenbto npotokona WPS
ABAAETCA YNPOLLEHNEe npouecca HacTpolku becnposogHon cetn. WPS aBTomaTMyeckn obo3HavyaeT umsa cetu U

3apaet wudposBaHMe ANA 3alUTbl OT HECaHKUMOHWPOBAHHOIO A0CTyNna B CETb, NPW 3TOM HeT Heo6X0AMMOCTH
BPYYHYIO 331aBaTb BCE NapameTpbl.

HacTtpoiika sawmuéHHoro Wi-Fi (WPS)
WPS (Wi-Fi Protected Setup) ofecneqMeaeT Nerkyid v BezonacHeli cnocof cosgaduA GecnpoBogHON CETH.
OTenioqute WHRS

HacTpolka no Haxkatir kHonk (PBECY: Crant

OcTaHoEWTE HacTpolky (PEC):

Tekywmne HacTpoikn napaMeTpoe Ge3onacHoCTH:

MeTo NpoBEPKA NOANUHHOCTH Open
Tun wudpoeanua MNaone
Koy [

CARPOCHTE MEMEHEHKWA

dyHKuMA WPS MOXET NCMNOo/1b30BaThbCA OTAE/NbHO A4 KaXKA0ro AManasoHa YacToT.

Mcnonb3ya TepmuHonornio WPS, ycTpOCTBO MOXKET HaXOAUTLCA B ABYX COCTOAHMAX:

Configured — Touka goctyna (xots 66l B O4HOM ApMana3oHe YacToT) CKOHOUIYpMpPOBaHA — 3TO 3HAUMT,
YTO HaCTPOEHbI UMS CETHM, NapaMeTpbl LWMPPOBAHUA U APYTME NAapaMEeTPbI;

Unconfigured — Touka gocTyna B 060Mx AManasoHax YacToT HE CKOHOUIYPMPOBAHA — 3TO 3HAYUT, YTO
Bce napameTpbl Wi-Fi UMEIOT HaCTPOWMKM MO YMOAYAHUIO.

B 3aBMCMMOCTM OT COCTOAHMSA TOYKM AOCTYNa HeKoTopble GyHKLMM WPS moryT 6biTb 3a6/10KMPOBaHbI.

—  Omeknwoyumes WPS — npu BbicTaBneHHom ¢nare ¢yHKuma WPS byaeT oTKAloYeHa Ha BblbpaHHOM
OnanasoHe;
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Hacmpolika no Haxcamuro kHonKu (PBC) — BbinonHseT GpyHKUMKM KHomnku WPS Ha Kopnyce ycTpoicTBa.
MoaknioyeHne KAWEHTa MPoOUCXOAUT aBTOMATUYECKM [MOC/e HaXKaTUA Ha  OaHHYI0  KHOMKY.
MoaxntoYeHne KaneHTa no KHomnke PBC BO3MOXHO Kak M3 coctosiHMA «Unconfigured» (Touka goctyna
He CKOHOUIypMpoBaHa), Tak U u3 coctoaHma «Configured» (Touyka goctyna ckoHdurypuposaHa). Mpwu
noAKAtoYeHMn ns coctoaHma «Configured» KAMEHT NoAyYaeT HACTPOEHHbIE Ha YCTPOWCTBE MMA CETU U
napameTtpbl wudposaHma. [lpu noaknwueHmn wus  coctoanma  «Unconfigured»  ycTpoiictBo
ABTOMATMUYECKN TEeHEPUPYET M HA3HAYaeT KAMEHTY MMSA CEeTM W napameTpbl wudposaHus. Mocne
Ha*KaTma Ha KHonKy PBC ¢yHKLMA WPS akTUBHA B TEYEHUME ABYX MUHYT;

OcmaHosume Hacmpoliky (PBC) — npuHyAUTENbHO MNpeKpawaeT Mnpouecc C€o3gaHuA HOBOro
noakntoyeHua no WPS. Takke npouecc npekpalLaeTca aBTOMaTUYECKN eC/IN B TeYeHMe ABYX MUHYT He
YAanocb co34aTb COeANHEHMA.

MoameHio «PacnucaHue»

B aTom MmeHIO 3agatoTca MHTepBasbl paboTbl becnpoBogHOro MHTepdelica B pas/MyHble Yacbl U AHU
Hegenn. Mpu BKAOYEHHOM OYHKUMKM bBecnpoBoAHasa ceTb 6yAeT HedoCTynmHa BO BpemMa He BxogAlee B
pacnucaHue. Mo ymonyaHuio GyHKLMA pacnmcaHus BbIKAOYEHa.

PacrincaHne pa6oTbl 6ecnpoBoaHOro MHTepdeica

3Ta CTpaHMua NosBONUT BaM 3a/jaTk pacnucaHke paboTel GecNpoBoAHON MHTepteACa. NoxamyicTa, He 3abyAbTe HACTPOMTL CHETEMHOR
BPEMA NEPEA BRIKMEHMEN AAHHOR ONLKM.

Bmows pabiory no pacnucaniio

Hev or it

BockpeceHbe  « ili] - ili] - ili] - ili] -
BockpeceHbe  « ili] - ili] - ili] - ili] -
BockpeceHbe  « ili] - ili] - ili] - ili] -
BockpeceHbe  « ili] - ili] - ili] - ili] -
BockpeceHbe  « ili] - ili] - ili] - ili] -
BockpeceHbe v ili] - ili] - ili] - ili] -
BockpeceHbe v ili] - ili] - ili] - ili] -
BockpeceHbe v ili] - ili] - ili] - ili] -
BockpeceHbe v ili] v ili} - ili] - ili] -

BockpeceHbe  w o0 - o0 - o0 - o0 -

COROCHTE MZMEHEHNA

—  Brmoyume pabomy no pacnucaHuro — Npu BbicTaBneHHom ¢nare Wi-Fi ceTb B BbiBpaHHOM AmanasoHe
paboTaeT B COOTBETCTBUM C YKa3aHHbIM pacnucaHneM.

4.3.4 MeHio «Hactpoiiku TCP/IP»

B sToM MeHI0 AOCTYnNHbl AnAa KoHourypuposaHua napameTpbl LAN 1 WAN uHTepdelicoB ycTpoiicTBa, a
TaKKe napameTpbl COeaAnHEHUN ¢ ucnonb3osaHnem VLAN.

NogmeHto «LAN UHTepdeicr»

B noameHto «LAN WHTepdelic» HaxogAaTcA napameTpbl JIOKanbHbIX MHTepdencos ycTpolictea u DHCP-

cepsepa.

28
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HacTpoiika LAN nHTepcpeiica

T3 CTREHWMLE NPERHE3HEMERS ANA HACTRORKK NA3PAMETHOE NOKANEHDR BEMUENMTENEHOR CETH, NOAKNHHERHON K LAN NOpTaM Balero
poOyTERa. 30Eck Bhl MOKETE MIMEHWTE IP-3408C, MAcky NOACETH, HACTROMKKM DHCP v npayee.

IP-appec: 182.168.1.1

Macka nogcerti: 256,255.254.0

DHCP: Cepeep -
HavaneHuid apgpec nyna [P-anpecos 182.168.1.2

KoHeuneli afpec nyna IP-agpecos: 182.168.1.254

MOKazaTE AKTHEHEIR KMMBHTE!

Bpewma apenas DHCP 480 (1~ 10080 MuHyT)

Hactpolka cTatuieckoro DHCP

Hma gomena RG-34-Yac

CAPOCHTE H3MEHEHHA

IP-adpec — noKanbHbit |IP-agpec ycTpolicTBa. [ONs MNOAKAIOYEHHbIX KAMEHTOB 3TOo byaeT agpec
OCHOBHOrO Wto3a. 1o ymonyanuio 192.168.1.1.

Macka nodcemu — 3HavyeHne macku LAN cetu. No ymonyanumio 255.255.255.0.

DHCP — BKkAtoYEHME MM OTKAOYEHWe BHYTpeHHero DHCP cepBepa ycTpolicTBa gas nogkatodeHma LAN
KJIMEHTOB NO 3TOMY MPOTOKOY.

HauaneHsili adpec nyna IP-adpecos — 3HayeHMe HadvanbHoro IP-agpeca, HauMHaa ¢ KoToporo 6yayTt
Bbl4aBaTbCA afpeca KAMeHTam. AZpec JoKeH NONagaTh B AMana3oH BbibpaHHOM ceTu.

KoneuHblli adpec nyna IP-adpecos — nocnepgHuii IP-agpec, KOTOpbIM YCTPOMCTBO MOXKET BblAaTb
KNMeHTy. Mo ero JOCTUMXKEHMIO My CYMTAETCA MCYEpPnaHHbIM A0 MOMEHTa OCBOOOMKAEHUA YiKe
3aHATOro agpeca. Aapec A0/IXKeH NonazaTtb B AMana3oH BbIOPaHHOM ceTu.

Mokazame akmugHble KaueHmbl — 0TO6PaA3UTb CNUCOK NOAKNOUYEHHDIX K YCTPOWUCTBY KANEHTOB.
Cmamuueckuli DHCP — no3BonaeT 3a4aTb cTaTudeckue IP-agpeca NoAKNOMEHHBIM KMEHTAM.

Bpemsa apeHObi DHCP — Bpems apeHAbl B MUHYTax MO WUCTEYEHUIO KOTOPOTrO KAMEHT A0/KeH nnMbo
0cB060AMTb agpec, NMB0 NPOAANTL Ha TAKOM XKe NPOMENKYTOK.

Nmsa domeHa — uma aomeHa DHCP-cepsepa.
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NogmeHto « WAN UHTepdeiic»

B noameHto « WAN UHTepdenc» BbINONHAETCA HAaCTPOMKA NOAK/NOYEHUS K BHELHel ceTu Yyepes nopt WAN

WU U3MEHEHMe NapameTpoB B3anmoaenctemna knmentos LAN cetn n WAN nopra.

HacTtponka WAN mnHTepcpenca

Ha aTol cTpaHMUE Bbl MOXETE HACTPOMTE MNapaMeTPbl LOCTYNE K CETH MIHTEQHET.

Tun WWaMN-nognmyeHwa; OHCP Client -
Hma xocTa:
Pazmep MTU: 1500 {1400-1500 BaiT)

= Mogkntoyateca k DNS-cepeepy SETOMATHYECKM

Sagate agpeca DNS-cepeepoe EpyYHYH

DMNE 1:
DME 2:
DMNE 3:

MAC-agpec nopra YWAN: 000000000000

KICNONE30EaTE MAC-300EC KOMNEKTERS KICNONE30BaTE N0 YMOTYAHHHD

Bknrouute UPMP
¢ Brnoumute IGMP Proxy
Pazpewute ping Yepes WWARN

Pazpewnte goctyn k Beb-uatepdedcy yotpoicTea Yepes WWAN
M3MeHUTE NOPT AocTyna: 8030

Brntouute qoctyn no telnet
HamenuTe nopt goctyna telnet: 23

McnonezoeaTe CNMCOK pazpewendey [P-agpecoe 4na goctyna vz WWAN

NokaneHeld IP-aapec MpoTokon KomMMEHTA WA Brifipate

—  Tun WAN-nodkawo4YeHUs — BbIBOp NPOTOKONA, NO KOTOPOMy OyAeT ocywecTBAATbCA NOAKNOYEHUE
WAN-uHTepdelica yCTPONCTBA K CETU NpeaoCcTaBAeHUA YCAYr NpoBangepa:

e Static IP — pexum paboTbl, Npu Kotopom IP-aapec n Bce Heobxoaumblie napameTpbl Ha WAN-
WMHTepdelric HasHavatoTca ctatyecku. Mpu Bbibope TMNa «Static IP» aAna pesakTMPOBaHUS CTaHYT
OOCTYNHbI cneaytouwne napameTpbl:

— IP-adpec — ycTaHoBKa IP-agpeca WAN-uHTepdeiica ycTponcTea B CETU NpoBaiaepa;

— MacKka nodcemu — MacKa BHeLWHel noaceTu;

— OcHosHOU w03 — aapec, Ha KOTOPbIM OTNpaBAAeTCA MaKeT, ecin ANa Hero He
Hal4eH MapLpyT B TabauLe mapLpyTUsaumu.

e DHCP Client — pexkum paboTbl, npu KoTopom IP-aapec, macka noacetn, agpec DNS-cepBepa, wntos
Nno YMONYaHUIO M ApyrMe napameTpbl, Heobxoaumble gna paboTbl B ceTu, ByayT nosayyeHbl OT
DHCP-cepBepa aBTOMATUYECKMU.

e PPPOE — pexxum paboTtbl, npyn KoTopom Ha WAN-uHTepdeice nogHmumaetca PPPoE-ceccua. Mpu
Bblbope «PPPOE» Ana pesakTMpoBaHMA CTaHYT AOCTYMHbI CAeAytowme napameTpbl:

—  WmA nonv3osamena — numaA N0Nb30BaTeNA ANA aBTopusaummn Ha PPPoE-cepsepe;
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— [laponeb — naponb Ana aBTopmusaumu;

— Service Name — vmsa ycnyrm — 3HadeHue Tara Service Name B coobueHnn PADI
(none He 0bsA3aTeNnbHO A4 3aN0NHEHUA);

— Tun nodknaw4eHuUs — NO3BOAAET BblOpaTbh TN noakatovyeHna PPPoE: nocTosiHHOe,
no TpeboBaHMUIO, BPYUHYIO.

e PPTP — pexum, nNpuv KOTOPOM BbIXog, B MIHTEPHET OCyLLEeCcTBAAETCA Yepe3 CneumanbHbli KaHan,
TYHHENb, Ucnonbays npotokon PPTP. Mpwu Bbibope «PPTP» ana peaakKTMpPOBaHUA CTaHYT AOCTYMHbI
cnepyowme napameTpbl:

— Cnocob cemesozo nooKaoYeHUs — AnHamudeckuii IP (DHCP) unum ctatmnyeckui IP. B
nepBom cny4yae napameTpbl ceTn (IP-agpec, macka w wWA03) 6yayT MNosyyYeHbl
aBToMaTMyeckun. Bo BTopom — noTpebyeTca BBECTU UX BPYUHYIO;

— Criocob nodknwyeHusa K cepsepy PPTP — Bbibop cnocoba mexay: no AoMeHHOMY
MmeHu nam no IP-agpecy;

— [JlomeHHoe umsa — agpec cepBepa byaeT onpeaensiTbCa No ero AOMeHHOMY MMEHMU.
MyHKT aKTUBEH TO/IbKO NMpu Bbibope cnocoba NogKAOYEHNSA NO AOMEHHOMY UMEHMU;

— IP-adpec cepsepa — npu CTaTU4ECKOM AOCTyrne C 3TOro agpeca OCyL,ecTBAAeTca
poctyn no PPTP-cepBepa;

—  WmA nons3zosamena — umaA NONb30BaTeNA ANA aBTopusaummn Ha PPTP-cepsepe;

— [lapons —naponb gna astopmsauunm Ha PPTP-cepsepe;

—  Tun nodknwo4eHUs — NO3BONAET BbIOpaTh TUN NoakatoveHnsa PPTP: nocTtoaHHOe, no
TpeboBaHMIO, BPY4HY!IO.

o [2TP — pexum, Npu KOTOPOM BbIXO4, B MIHTEPHET OCYLLECTBAAETCA Yepe3 CheunanbHbli KaHan,
TYHHEb, UCNob3ya NpoTokoa L2TP. Mpu Bbibope «L2TP» ans peaakTMpoBaHMA CTaHYT AOCTYMHbI
cnepyowme napameTpbl:

— Cnocob cemegozo nodKaoYeHus — aAnHammyeckuin IP (DHCP) nnm ctatnuyeckuii IP. B
nepBom caydae napametpbl cetu (IP-agpec, macka v Wwnao3) 6yayT NonyyeHbl
aBTOMATUYECKU. Bo BTOpOoM — noTpebyeTca BBECTU UX BPYYHYIO;

— Cnocob nodknwueHus K cepeepy L2TP — Bblbop cnocoba mexay: No AOMeHHOMY
MmeHu nam no IP-agpecy;

—  [omeHHoe umsa — agpec cepBepa byaeT onpeaenaTbca No ero AOMeHHOMY UMEHW.
MYHKT aKTUBEH TOJIbKO Npu Bbibope cnocoba NoAKAYEHMA NO AOMEHHOMY UMEHU;

— IP-adpec cepsepa — npu CTaTUYECKOM [OCTyMe C 3TOro aApeca OCyLLecTBAAeTcs
poctyn oo L2TP-cepsepa;

—  UmA nonb3zosamesnsa — UMa NONb30BaTeNa ANa asTopusaumm Ha L2TP-cepsepe;

— [lapone — naponb gna asTropusaunm Ha L2TP-cepsepe;

—  Tun nodKaw4eHuUs — No3BoAAET BblIbpaTb TMN NogkatoyeHns L2TP: nocToaHHOe, no
TpeboBaHM1IO, BPYyYHYIO.

Wma xocma — ceTeBoe nma YCTpOﬁCTBa.

Pasmep MTU — onpegensaet pa3amep Kagpos Ethernet nepegasaemsbix yepes WAN-noprT.

Hacmpolika DNS — appeca ncnonb3dyembix DNS-cepBepoB MOXHO KaK MOy4MTb aBTOMATUYECKM MO
DHCP, TaK 1 yKa3aTb BpPY4HYIO.

MAC-adpec nopma WAN — no3ssonsieT nasmeHnts MAC-agpec WAN-nopTa ¢ 3aBOACKOrO Ha CTOPOHHUIA,
€CJIM CO CTOPOHbI NpoBaliaepa peannsoBaHa nposepka MAC-agpecoB abOHEHTCKMX YCTPOMCTB.
Braoyums uPNP — npotokon UPnP  ucnonb3yeTca HEKOTOpbIMKU NpunoxeHuamu (Hanpumep, DC-
KnneHTamm, Takmmm Kak FlylinkDC++) ans asTomatuuyeckoro cosgaHua npasun npobpoca TCP/UDP-
NOPTOB, WCNOMIb3yeMbIMW  3TUMM  MNPUNOXKEHMAMM, Ha  BbIWECTOAWEM  MapLuipyTU3aTope.
PekomeHayeTca BkAoUMTb UPNP ana obecneyeHuns paboTtbl cepencos obmeHa dailnamm B ceTu.
Bkaroyume IGMP Proxy — npu BbICTaBAeHHOM dnare ycTponctBo obpabaTtbiBaeT 3anpocbl IGMP,
KOTOpble HeobxoaMmbl ana pabotsl IPTV.
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Paspewums ping yepe3z WAN — npu BbicTaBneHHOM ¢dnare yCTpomncTBo byaeT oTBevaTb Ha Npuxogame
n3 WAN 3anpocobl ICMP.

Paspewums docmyn K Beb-uHmepdgelicy ycmpolicmea uvepes WAN — OTKpbiBaeT A0CTyn K Beb-
nHTepdelicy yctponcrea ns WAN cetwm.

UN3meHuUmMs nopm Adocmyna — N3MeEHeHWe NopTa AocTyna K Beb-uHtepodeiicy m3 WAN u LAN cetu. Mo
yMOAYaHUIO ncnonbayetca nopt 80.

Bknatoyume docmyn o telnet — OTKpbIBAET AOCTYN A0 YCTPOMCTBA NO coeanHeHuto telnet.

UzmeHums nopm docmyna telnet — no3BonsieT MeHATb NOPT ANs coeanHeHua no telnet.
Ucnonezoeams criucok paspeweHHsix IP-agpecos gna gocrtyna s WAN — cogep*uT cnucok |P-
aapecoB, KOTOPbIM pa3peLleHo NoAKAYaTbeA K Beb-uHTepdelicy u telnet ns WAN-cetu.

Braoyums NAT Passthrough 0ns paspeweHusa nakemam (VPN) npoxodumes Yepes poymep K cemesbim
KaueHmam — 31a GyHKLUMA UCNoNb3yeTca npu HacTpokm VPN noakntoyeHus tuna IPSec, PPTP, L2TP u
IPv6.

MpoTtokoabl PPTP n L2TP ncnonb3ytoTca 4aa CO34aHMA 3alUMLLLEHHOrO KaHana ceasm yepes Internet mexay

KOMMNbIOTEPOM YAaNEHHOIO NONb30BaTeNA M YAaCTHOW ceTbto ero opraHusaumn. PPTP n L2TP ocHOBbIBAtOTCA Ha
npotokone Point-to-Point Protocol over Ethernet (PPPOE) u saBnAtoTca ero paclwmpeHusmun. JaHHble BEpXHUX
ypoBHei mogenn OSI| cHayana uHKancynmpytotca B PPP, a 3atem B PPTP uau L2TP ans TyHHeNbHOM nepeaauu
yepes cetu obuwero pgoctyna. PyHKUMOHANbHble BO3MOXHOCTM PPTP u L2TP pasnuyHbl. L2TP moxeT
MCMNO/Ib30BaTbCA He TOMbKO B IP-ceTax, cnyrkebHble COObWEHNA ANA CO34aHUSA TYHHENA U NEPECbINKM MO Hemy
[LAHHbBIX UCNONb3YHOT OAMHAKOBbIN GOpmMaT M NPOTOKobl. PPTP MOXKeT npumeHATbCA TONbKO B IP-ceTax, n emy
HeobxoAnmo oTaenbHoe coeamHeHne TCP gns co3gaHus M UCNOb30BaHMA TYHHeNSs.
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NoameHto «VLAN UHTepdeiic»

MoameHto "VLAN mnHTepdenc” nossonset cBasbiBaTb NOPTol B pexxume NAT nam Bridge n o6beanHATL MX BO

VLAN c ncnonbsoBaHuem Teros ctaHgapta 802.1Q.

HacTtpounka VLAN nHtepdpeica

CBAIATE WAN M LAN MHTEMPENCH B pEXMMEX paboTel NAT WM Bridge.

3Ta CTPEHWLE NpEAHEEHaYEHE ANA HACTROMKM NapameTpoe YLAN, BURTYanEHaA NOKaNEHaA CeTe
CMYSKAT ANA 0BECNEYEHMA AOCTYNA K YCNYrak © MCNOnE30BAHMENM TEME 802 10, HacTpoRKa No3E0nAET

¢ Brnrouute 802100 WLAN
WLAN 1D (1-4095): 0

Pemxum paboTe: MAT -
Hardware NAT:

WA

LAMN1

LANZ

LANS

LAN4

Wi-FT 24Ty,

Wi-Fi 2.4y WAPT
WYi-Fi 2. 47Ty WAP2
Wi-Fi 2. 47Ty YAPS
Wi-Fi 2.4y WAPY
Wi-Fi &My

Wi-FT AL AP
WYi-Fi &My WAP2
Wi-Fi &My YAP3
Wi-Fi BTy vAP4

CoxXpaHUTE W MEMMEHKHTE [ty =Nl SRR

Mopt BrifipaTh TErMpOEaHHbIMA

— VLAN ID — no3BonseT BbibpaTb Homep VLAN, KoTopbiii 6yaeT MCnonb30BaTbCA HA BbIOPaHHbIX MOPTaX.

—  Pexcum pabomsi NAT — nossonser BCEM MopTam ycTaHoBaeHHoi VLAN nonyyaTb AOCTYN K CETU C

oAHoro agpeca.

—  Pexcum pabomel Bridge — cBs3biBaeT Apyr ¢ gpyrom noptbl ogHoi VLAN. TpaduK uyepes nopTbl
nepegaetca ¢ Terom 802.1Q nan 6e3 Hero B 3aBMCMMOCTHM OT BbICTaB/IEHHOIO NapamMmeTpa.

— Hardware NAT — BkntodeHue annapaTtHoro NAT.

4.3.5 MeHto «IPvb»

MNo3BonseT HacTpouTb NapameTpbl WAN u LAN nHTepdeiicoB npu ncnonbsosaHuu IPve
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NogmeHto «IPv6 WAN uHtepdeiic»

B noameHto «IPv6» BbINONHAETCA KOHOUTYPUPOBAHWNE NOAKAOYEHUA K BHELIHEN CETU U JIOKaNbHOM
ceTu no npoToKony IPv6.

HacTtpoitka nHTepdpeinca WAN IPv6

Ha 3TOM CTPaHUUE BRI MOXKETE HACTPOWTE NARNAMETPEI AOCTYNA K CETH MHTEOHET.

¢ Brnwoudte [PvB

WAN
Cnocob nony4eHwa agpeca: ALTO -
Tun W AN-nogKNKYeHHA: Ethernet -
DHCP

= [OHHAMHYECKOE HAZHAYEHHE afpeca
HazHauyeHue agpeca © vcnofezoeaHuen DHCP
DuID:; 00030001 524 b2abs2 ¢
Brnwouwte PO

Brnwounte Rapid-commit

Hactpoiika DNSv6

DMST: NnuHa npedukca
Qoooo o o0ooo oo 0000 0000 co0000 o 0000 o 0000 o 0000 1]

Iipyroe

MAC-appec nopra WAN: Doooonapoooa

¢ Binrouute MLD Proxy

1E3HWTE WM MNPUMEHWTE CEpOCHTE M3MEHEHMA

Mpu BbIbOpE pexmma «Static» 6yayT A4OCTYNHbI CAeayoLMe HACTPONKN:

— BHewmHul IPv6-adpec ycmpolicmea — craTuyeckuit IPv6-agpec ycTpolicTBa, €
KOTOpbIM ByAeT OCyLLecTBAATLCA AOCTYN K ceTu MHTepHeT.

— [JnuHa npegurca — aHanor macku nogcetn B IPv4. OnpenenseT Kakas 4yacTb agpeca
onpeaenseT NOACETb, a Kakas - XocT. MaKkcMmanbHoe 3HavyeHue ganHbl npedukca —
128.

—  OcHosHol winto3 — IPvb-agpec Wwnto3a, MCNosib3yeMoro o yMOAYaHUI.

— Hacmpolika DNSv6 — IPv6-aapec DNS-cepsepa.

Mpu Bbibope perkuma «AUTO» ByayT AOCTYNHbI CeaytoLimMe HaCTPOMKK:

— [TMony4yume adpeca DNS-cepsepos asmomamuyecku — cnocob nosayyveHus agpeca
DNS-cepBepoB: aBTOMATUYECKMN UAN BBECTM CAaMOCTOATENIbHO KaK Npu BbIOpaHHOM
pexume «Static».

—  Bkaw4umes PD — no3BossieT aBTOMaTUYeCcKU noayumnTb IPv6 npeduKc.

—  Bkawyume Rapid-commit — pexum, NO3BOAAKOWMI MNOAYYUTb afapec B Xoge
obMmeHa 2 coobLLeHNAMM, a He 4 KaK NPy 06bIMHOM NOAKNHOYEHWUM.
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Mpu Bbibope TMNa WAN-nogkntoueHus «PPPOE» HAcTpPOMKM aHanorvyHbl pexumy «AUTO».

TaK»Ke HY»XHO yKa3aTb napameTtpbl PPPoE-coeanHeHus:

—  UmA nonbzoeamena —wnma nonb3osartena Ha cepsepe PPPoOE.
— [laposab — yCTAaHOBAEHHbIA NAPONb.

— Service Name — onuMoHanbHoO, YKa3blBaAE€TCA Ha3BaHME 3anpalinBaemMoro cepeuca.

— AC Name — MAC-agpec KoHLeHTpaTopa 40CTyna (ecnu nussecTeH).

MNogmeHto «IPv6 LAN nHtepdeiic»

Mo3BonseT HacTPOUTbL NapameTpbl IPv6 Ans noKanbHOM ceTu.

Hactpoika uHtepdeinca LAN IPv6

3Ta CTPaHWUA NPEAHasHAYEHE ANA HACTROMKK NapaMeTpos NokaneHOA BeMWUCIMTENBHOR CETH,
NOAKNHHEHHONA K LAN NOpTamM Ballero poyTepa.

IP-agpec: OnuHa npedmkca

oooo oo oooo o 0000 ¢ 0000 o 0000 o 0000 oo o000 o 0ooo 0

Hactpoiika DHCPvG cepeepa

Brnuyute

Anpec DNS:

MHTepdec:

a0pecoe:

SApecos!

HayvaneHeld agpec nyna |P-

KoHeuHelR agpec nyna [P-

2001:db5::35

brd

2001:db8:1:2::1000

20071:dbiE:1:2::2000

CO¥paHUTE M MEMMEHWTE

IPv6-adpec ycmpolicmea — ctatudeckuin IPvb-agpec ycTpolicTBa, KoTopbli byaeT
npuceoeH LAN uHTepodelicy.

AnuHa npegukca — aHanor macku noacetu B IPv4. OnpegenseT Kakaa YacTb agpeca
onpeaenseT NoACETb, a Kakan - XocT. MaKcMmanbHoe 3HaYeHue O/InHbl npedurKca —
128.

Bkntoyuume DHCPv6 cepsep - NO3BOAUT AUHAMUYECKM MOAYYUTb NapameTpbl gnA
nHTepdelica.

Adpec DNS — IPv6 agpec DNS cepsepa.

NHmepdgelic — Ha3BaHWe MHTepdenca, 418 KOTOPOro NPOMU3BOAMUTCA HACTPOMKA.
HauaneHsili adpec nyna IP-adpecos — 3HauyeHMe HavanbHoro IP-agpeca, HauMHasA ¢
KoToporo 6yayT BblAaBaTbCA afpeca KaveHTam. Agpec [0/KeH nonajaTb B
AnanasoH BbIOpaHHOM ceTu.

KoneuHbili adpec nyna IP-adpecos — nocnegHuin IP-agpec, KOTOpbI YCTPOMCTBO
MOXeT BblAaTb KAWEHTY. Mo ero AOCTUMKEHWUIO Ny/a CYMTAETCA UCHepPnaHHbIM A0
MOMEHTa OCBODOOMKAEHMA Y)Ke 3aHATOro agpeca. Agpec AO/KeH nonagatb B
[AManasoH BbIOpaHHOW ceTu.
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NogmeHto «Radvd»

MoameHto "Radvd" nosBonsieT HacTPOUTb NapameTpbl PacCblKM coobuieHnit Router Advertisement ans
BbINO/NHEHUSA aBTOMATUYECKON HAaCTPOMKK B pexknume SLAAC.

HacTtpoiika Router Advertisement

¢ BrnHiduTe
radvdinterfacename bl
MaxRtridvinteral 00

MinRtr&dvinteral
MinDelayBetweenRAs 3

AdvhlanagedFlag
AdvOtherConfigFlag

AdvLinkMTU 1500

AdvReachableTime 0

AdvRetransTimer 0

AdvCurHopLimit G4

AdvDefaultLifetime 1800

AdvDefaultPreference CpenHAan -
AdvIourcellLAddress s

UnicastOnly

NoameHto «Tunnel (6tod)»

Mo3ssonAeT co3aaTh IPv6/48 noacetb c ogHMM IPv4 agpecom.

HacTpoiika TyHHernbHoro noaknoveHun IPve6 (6to4)

7 BrnunTe

4.3.6 MeHio «Firewall»
B aTom meHto gocTynHbl GYHKLMM, NO3BOAAIOLWME YNpaBasaTb goctynom mexay LAN u WAN nHtepdeicamm.
NoameHo «®duUnbTpaymua NOpPToB»

dunbTpaumna nopToB No3BosAeT 3anpeTnTb Tpadumk mexay LAN n WAN Ha 3agaHHbIX AMana3oHax NopTos.
Ncnonb3oBaHue punbTpa MOXKET 6bITb NONE3HO 1A 3aWnTbl LAN-CETU UM OrpaHMYeHns focTyna.
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dunbTpauua NopToe

3anucu B TaBnuye NpesHasHaYeHel AnA Toro, 4Tofel GnokMpoBaTe 0GMEH NaKETaMMW ONPELENEHHOD TUNAa MEKLY NOKANBHOM CETEH 1
WIHTEHETOM. FICNONE30BEHME NOLOAHEN MNbTPOB MOXKET BEITE NONE3HO ANA 3ALLUMTEI BaAWER NOKANEHOMA CETH MK OrpaHYeHA 4ocTyna
Bkntounte duneTp noproe

HuanazoH NORTOE: -

[MpoTokon TCPADF -

KommeHTapui;

CAROCUTE HEMEHEHHA

Cnucok geidcTeylowmx uneTpoe

JlnanazoH nopToB MpoTokon Kommentapuit

aanuTe BelfipaHHeE WnanuTe Bce OYMCTHTE

BKarouume ¢unemp nopmoe — Npu BbICTaBAeHHOM dnare puabTp BKAOYEH. MPU BKAOYEHUN MOMKHO
BblOGpaTh TMN CMMCKa:

e YEépHbIi CNNCOK — fOCTYN Yepes NOpTbl, BHECEHHbIE B CMNUCOK, OyAeT 3anpeLLeH.
e benwbili cnucok — pocTyn byaeTt paspelleH TOIbKO Yepes MopTbl, BHECEHHbIE B CMMUCOK, U
3anpeLLeH No BCeEM OCTAJ/IbHbIM.

Bkaroyume IPv4 — dunbTpauma ocyLecTBAsSETCA No npaBu/iam C UCMoJib30BaHNeM agapecos |IPv4.
Bkaroyume IPV6 - dunbTpauma ocyLLecTBAsSETCA No NpaBuIamM C UCMoJib30BaHWeEM agpecos IPv6.
JluanasoH nopmos — BBOAATCA HOMepPa NopToB, TPadMK C KOTOPbIX Bbl XOTUTE 3anpeTuTb.
lMpomokos — BbIbop TMNa npoToKona Tpaduka TCP, UDP nnn oba.
KommeHnmapuli — none ana octaBieHMa 3aMeTokK gnst GUNbTPOB.
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NopgmeHto «dPunbrpaums IP»

®PyHKuMA «DunbTpauma IP» No3BoaAeT OrpaHUYUTb AOCTYN AN ONpeAeneHHbIX YCTPOMCTB
(MHTepHeT), Npu aToM pecypcbl BHYTpM LAN-ceTM ocTaroTca AOCTYMHbI.

B WAN-ceTb

PuneTp IP-agpecoB

3anuci B TalnKue npedHasHaqedbl AnA Toro, YTobbl BNoKKMpoEaTE 06MEH NaKeETamMK ONPEAENEHHOMD
THNG MERTY NOKaNEHOH CETHI W FIHTERHETOM. FICNONb30BaHKE NOA0AHBI GMNETPOE MOKET ObiTh
NONe3HO ANA SaWHTRl BALUEA NOKANEHOM CETH MIK OrpaHIAHEHMA J0CTyNE.

Brnwuute dunetp IP-agpecos
Btk [Pud

Brnouute IPWE

NokaneHeld IPvd agpec
NokaneHed IPYE agpec

MpoTokon: TCR/UDP v

KommeHTapui:

COxXpaHuTE M MEIMMEHUTE CARPOCUTE M3MEHEHMA

Cnucok AeACTEYHWME DUNETROE:

NokaneHeA IP-agpec MpoTokon KoMMEHTARHA

YA EANMTE ERIGDaHHEIE ¥OENKTE ECE OHMCTHTE

Bratouyume ¢punemp IP-adpecos — npw BbiCTaBAeHHOM daare pUAbTP BKAKOYEH.

Bratouyume IPv4 — dunbTpaLma ocyLwecTBAAETCA C UICNO/Ib30BaHWeM aapecos IPv4.
Bratovyume IPv6 — dunbTpaLma ocyLLecTBAAETCA C MCNO/Ib30BaHNEM agpecos IPv6.
JlokanbHbili IP-adpec — BBoAATCA IP-apec yCTPOACTBA, KOTOPOMY HYKHO OFPaHMYnTb AOCTY.
lpomoKon — BbIbOp TMMNa NpoToKkona Tpaduka TCP, UDP unu oba.

Kommenmapuli — none ans oCcTaBNeHUA 3aMeToK Ana GUNbTPOB.
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NoameHio «®unbrpaumna MAC»

B noameHnto «Punbtpaums MAC» BbINOAHAOTCA HAcTpPoMKa dunbTpaummn goctyna no MAC-agpecy KNvMeHTa,
nogKkntyeHHoro B oanH 13 LAN-nopTos.

PuncTp MAC-agpecoB

JanucK B Tabnuue NpeaHasHaveHsl 4NA Toro, YTofbl GNoKMPpoEATE OAMEH NaKETAMK ONPERENEHHOMD
THNE MEXDY NOKaNEHOW CeTEH 1 FIHTERHETOM . FICNONB30BaHWE NOAOBHBN IMNBTROE MOKET ObiTh
nonesHo AnA 3al4Tel BALEH NOKANEHOM CETKH LM OrpaHHHEHKA J0CTyNE.

Brnwuute dunetp MAC-anpecoe

HEpHEIA cNWcok v

MAC-anpec KomMMeHTapHA

hAC-anpec:

KomMmeHTapHi:

YA ENKTE BRIGREHHEIE Y¥NENKMTE BLE

— Brawoyume ¢punemp MAC-adpecos — npw BbicTaBsieHHOM dnare GuUabTp BKAKOYEH. MpU BKAOYEHNU
HY¥HO Bbl6paTh TN dUNbTPa:

e YépHbIN cnucok — goctyn 6yaeT 3anpeLieH yctpolicteam ¢ MAC-agpecamm, BHECEHHbIMU B
CMWCOK;
e benblii cNUMCOK — AocTyn 6yaeT paspelleH TO/NbKO YCTPOMCTBAM, BHECEHHbIM B CMMUCOK, U
3anpelLLeH BCeEM OCTabHbIM.
— MAC-adpec — BBoanTca MAC-aapec ycTpoiCTBa, KOTOPOMY HYXKHO OTPaHUYUTbL AOCTYN.
— [lpomokosn — BbIb6op TMNa NpoToKonaa Tpadpura TCP, UDP naum oba.

— KOMMeHmCIpUU — none gna oCraB/ieHnA 3aMeTOK anA d)MI'IprOB.
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NogmeHto «Mpobpoc nopTos»

Mpobpoc ceTeBbix NOpTOB HEObX0AMM, Koraa TCP/UDP-coeanHeHMe ¢ NoKaNbHbIM (NoAKAOYEeHHbIM K LAN-
UHTepdelicy) KOMNbIOTEPOM YCTaHAB/NMBAETCA M3 BHelHel ceTu. JaHHOe MEeHI0 HAcTPOeK Mo3BONSET 3a4aTb
npaBua, paspeLlaoLLmMe NPOXOXKAEHNE NAKETOB M3 BHELIHEN CETU Ha YKa3aHHbIA afpec B IOKA/IbHOM CeTH, TemM
CaMbIM Aenas BO3MOXKHbIM YCTaHOBNeHME coeguHeHusn. Mpobpoc nopToB rnaBHbIM 06pasom Heobxoanm npwu
MCNOIb30BaHUK torrent- n p2p-cepucos. [na 3TOro B HaCTPOMKax torrent- Unn p2p-KAneHTa Hy}KHO NOCMOTPETb
ucnonb3yemble um TCP/UDP-nopTsbl M 3a4aTb 414 3TUX NOPTOB COOTBETCTBYIOWME NpaBuaa npobpoca Ha IP-aapec
Bawero KomnbtoTepa.

Mpob6poc nopToB

Mepeadpecal A NOPTOE NOZEONAET YA ANEHHEIM KOMABHITEDAM NOAKNKNATECA K KOHEDETHOMY
KOMNBHITERY NOKANEHOA CETH. 3T HACTPORKM MOMyT ObITs NONEsHs!, ecnit Baw HeEoOxXog MmO
NPpEefocTaBuTe JOCTYN K NOKANbHOMY BEA MMM NOMTOBOKY CEPBEDANM, HAXOAALWMMCA 358 WNHD30M NAT
Firewall'a. Tawke Npofpoc NOPTOR MOXET NOTReAoEaTLECA ANA NONHOLEHHOR paBoTel HekaTope P2P
NPUNOXREHWE (Hanpumep, BitTorrent).

BrntuuTe npobpoc nopToe

IP-agpec:

MpoTokan: TCRAJDP -
BHyTpeHHuiA nopT:

BHewHwi nopT:

Brewnwd IP-agpec:

KommeHTapui:

(SRR W ReEI SIS COp0CHTE M3MEHEHMA

Crucok npoBpowerHE X NOPTOE:

NokaneHe# 1P- o o BHewWwHuA IP-
MpoTokon BHYTPEHHWA NORT  BHeWHWA NopT

anpec aapec KommeHTapuA CTaTye

Y NANWTE BeIGpaHHEIE Y¥NANMTE BCE OMMCTHTE

— Brao4yums npobpoc nopmoe — Npu BbiCTaBAeHHOM daare Npobpoc NOPTOB BbINOAHAETCS.

— IP-adpec — BBoguTCA IP-agpec ycTponctea LAN-ceTu, KoTopoe byaeT nonyyaTb Tpaduk.

— [lpomokon — BbIG6oOp TMNa NnpoToKona Tpadpuka TCP, UDP nam oba.

— BHympeHHul nopm — yKasbiBaeTca npobpacbiBaemblii NOPT cO CTOPOHbI LAN.

— BHewHuli nopm — nopt co ctopoHbl WAN uHTepdeiica, MOXKeT cOBMafaTb AW OTAMYaTbCA OT
HOMepa NopTa co CTOpoHbI LAN.

— BHewHul IP-appec — BBoguTca IP-agpec yctpoinctea B cet WAN, gns Kotoporo byaer gelictBoBaTb
npasmao npobpoca.

— Kommermapuli — none gna ocTaBneHUA 3aMeToK ans GUAbTPOB.
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NoameHio «dunbrpaymua URL»

®unbTp URL No3BONSET OrpaHNYmMTbL AOCTYN K pecypcam B MHTepHeTe no nx gomeHHbiMm agpecam (URL).

PuneTp URL-agpecoB

DUNBTR MCNONL3YETCA 4NA GNOKMPOEKM A0CTYNE K 340ECaM M3 CIUCKE.

Brntoumte dunetpauyuo URL
HEpHEIR cnucok

Benwi cnvcok

URL-agpec:

ERURERENNIEIEERR Y  COp0CHTE M3MEHEHKA

Cnucok AeACTEYHLWLMY dMNETROE:

URL-agpec

¥ AANWTE BEIODEHHEIE ¥0anMTE BCE CHUCTHTE

— BKawvume ¢uasmpayuto URL — npu BbicTaBneHHOM ¢nare GuUNbTp BKAOYEH. pu BKAOYEHUMU
yKaxkute TMn punoTpa:

e YépHebili cnucoK — pocTyn 6yaeT 3anpeLleH Ha caliTbl, agpeca KOTOPbIX BHECEHbI B CMUCOK;
e benwblli cnucok — pocTyn byaeT paspelleH no agpecam, BHECEHHbIM B CAMUCOK, M 3anpeLyeH
Mo BCEM OCTa/IbHbIM.
— URL-adpec — BeogaTca URL-agpec pecypca, AOCTYN K KOTOPOMY Bbl XOTUTE 3a6/10KMPOBATD.

NMoameHo «DMZ»

demnnutapusoBaHHan 30Ha (DMZ) no3BonseT BblAenUTb OAHOro KaneHta B LAN Takum obpasom, yYtobbl
BCE BXOAALLME MaKeTbl NepeHanpaBaaancb Ha Hero. O6blMHO DMZ-X0CT coaepKuUT cepBuckl TUNa Beb-cepsep, FTP-

cepsep, DNS-cepsep 1 npoume.

OemunurapnsoBaHHan 3oHa (DMZ)

BupTyanekHaA 30Ha OMZ NO3E0ONAET NOKA3LEATE B VIHTEQHETE 0AMH KOMNBITED TaK, YTO BCE EXOAALLME
NakeTwl ByAyT NEPEHANPABNATECA HA YCTAHOBNEHHEIA KOMNEKITER, OfbMHO DMZ-X0CT COABPHMT
YCTPOWMCTER, AOCTYNHEIE ANA MHTEPHET-TRAMMER, TakMe Kak Eeb-cepsepel, FTP-cepeepel, DNS-cepeepkl
W MpOHKE.

Brnmoumnte DL

IP-agpec DMZ-xocTa:

AL AL CApOCHTE M3MEHEHKA

— Bkawoyume DMZ — npu BbicTaBneHHOM ¢are DMZ BKkAtoYeH;

— IP-adpec DMZ-xocma — BBogmuTca IP-agpec kaneHta B LAN-ceT, KOTOPOro HY*KHO NepemecTuUTb B
30HY DMZ.
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4.3.7 MeHio «Quality of Service (QoS)»

TexHonorma obecneyeHnss KadecTBa o06cayxuBaHusA (QoS) nos3BonseT pacnpegensaTb NPOMYCKHYO

CNOCOBHOCTb MeXAy BCEMU KMEHTAMM, NOAKAOYEHHBIMW KaK K npoBogHbiM LAN-nopTtam, Tak n no Wi-Fi.

KavecTBO 06cnyxneaHua (QoS)

TEXHONOMMA NO3B0NAET YNPAENATE I'I[CIDI'I}/CKHDH CNOCOBHOCTBHD CETH.

BrnioumTe Qo3

3a0aTk AETOMATHYECKH CKOPOCTE HCXOQALLErD COBAMHEHHA
3anaTe BpyuHyH (KBKT/C): 512
3a0aTe AETOMATHYECKH CKOPOCTE BXOAALLErD COBNMHEHHA

3anaTe BpyuHyH (KBKT/C): 512

Hactpoiika npaeun QoS

Mma npaewna:
Tun QoS [P A [P FHYPORT DSCR 1P
MpoTokon: TCR/AJDP -

Nokaneweii IP-agpec: -
NaokaneHeld nopT: -
BrewHui IP-agpec: -

BHewHnA nopt: -

IPE appec:

MAC-anpec:

Phypart: {0-4)
DSCP: (0-63)
802 1p: 0-7)

— Bkawovume QoS — npuv BbicTaBieHHOM dpnare pyHKLMA QOS BKAOUEHS;

— CKOpOCITIb UCXOdﬂU{EZO/BXOdﬂLL{@ZO coeduHeHUs —no3BonneT 3a4aTb CKOPOCTb COoeauHEHUA ONA
Ka*xX40ro Ka1meHTa aBToMaTtn4yeCKk1 Uan BbiICTaBUTb BPYYHYHO.

Hacmpolika npasun QoS

— Tun QoS — BblbepuTe TMN NapameTpa, 418 KOTOPOro 334aeTca NPaBuo;

— [IpomoKon — 3agaeTcs NPOTOKO, ANs KOToporo byaeT paboTaTb NpPaBuo;

— JloKanbHsili IP-adpec — 3apaaeTca npu BbibpaHHOM TUne agpeca IP KnneHTa;

— JlokanbHobili nopm — 3aaaetca nopt TCP/UDP co ctopoHbl LAN, Ana KoToporo 6yaeTt BbINOHATHCA
npaswuno;

— BHewHuli IP-adpec — 3apaetca IP-agpec ycTpoiictea co ctopoHbl WAN gnsa AaHHOro npasuna;

— BrewHuli nopm — 3apaetca nopt TCP/UDP co ctopoHbl WAN;

— IPv6 adpec — 3apaeTca agpec IPv6 ans npasuna QoS;

— MAC-adpec — 3apgaetca MAC-aapec KN1eHTa;
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Phyport — 3apaetcs agpec pusmyeckoro nHtepderica Ethernet;

DSCP — 3apaeTca meTKa 3aronoska QoS, no KoTopoi 6yaeT BbINOAHATLCA NPaBUIO;

802.1p — 3apaeTca meTKa npuopuTeTa ANA nNnpasuna;

Pexcum — no3BonAeT BbIbpaTb MexAy ABYX BapMAHTOB:

e [apaHTWMpPOBaTb MUMHUMA/bHYIO CKOPOCTb;

e QOrpaHn4MBaTb MaKCMMaJIbHYI CKOPOCTb.

Ckopocmb 8xo0aue20/ucxodsule2o coeduHeHUs — BBeauTe Tpebyemoe 3HauyeHne B 3aBUCMMOCTU
OT BbIOPAHHOIO PEXNMA;

Tun npuopumema — No3BoOAAET 3a4aTb ncnonb3yembiii Tun PRIO nnn WRR;

CmeHa memku DSCP — 3apaeTca 3ameHa MmeTKU B 3arosioBke QoS npwu npoxoxxaeHnn LAN-WAN n
Haobopor;

CmeHa memKu 802.1p — 3apaeTcA 3aMeHa METKM NpMopuTeTa B 3aroNoBKe nNpu npoxoxgeHnn LAN-
WAN 1 HaoboporT;

Kommermapuli — no3BONAET OCTaBUTb 3aMETKY O TeKyLem npasune QoS.

4.3.8 MeHio «HacTpoiika mapLpyTusaumum»

B meHio «HacTpoiika maplpyTusauMuM» YCTaHaBAMBAKOTCA AMHAMMWYECKME M CTAaTUYECKMEe MapLIpyTbl

YCTPOWMCTBa.

HacTpouka mapLupyTUsaLmm

Ha aToit cTpaHMUE Bel MOXKETE 3343Th NANAMETPE! AMHAMUMECKDH MAPWPYTU3ALMM, 3 TAKKE HACTROMTE
MPABMNE CTATMHECKOR MAPLWPYTHIALWM.

BrNYUTE AHHAMAYECKYH) MAPLIDYTHZALMK

MAT: Brnoueno Brlknioueno
Mepesayva: Briknwoyeno - RIF 1 RIP 2
Mpuen: Beiknwueno  RIP 1 RIP 2
RIPng: Briknk4eHo Brntavero

CApOCKMTE M3MEHEHMA

PazpelunTe CTATHHECKAE MAPLLPYTEI

IP-aapec:
Macka nogceTu
LWnkaz:
MWeTprka:

WMHTepdeic: LAM v

CAPOCMTE MIMEHEHMA

CNUCOK CTATHYECKUY MAPLLPYTOE

IP-aopec ceTH MNM X0cTa  CeTeEaA Macka Wnwz MeTpMia  IHTepdedc CTamyc

YAANMTE BEIGDAHHEIE  YAANMTE BCE OMMCTWTE

HduHamu4yeckaa mapuwpymu3sayus

—  BKAoYUMb OUHAMUYECKYIO MAapuwpymu3ayuto — npu BbiCTaBaeHHOM dnare paboTaeT ¢yHKUUA

AVHAMUYECKOM MapLLpyTU3aumu;

— NAT — vcnonb3oBaTb NPW AMHAMUYECKON MapLIpyTU3aLNN;

— [puem/Mepedaya — BbIBOP NCMOb3YEMOro NPOTOKONA ANHAMUYECKon MapLipyTusaumm RIP1 nam RIP2

AnAa COOTBETCTBYHOLWENO HAanpaBaeHUA,
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— RIPng — npv BbiCTaB/AeHHOM dJiare BK/OYAETCA MPOTOKO/ AMHAMMYECKON MapLUIpyTU3aLMK 18 CeTU
IPv6.

CmamuyecKaa mapuwpymusauusa

—  Brkaoyumes cmamuyeckue mMapwpymsi — NPW BbiCTaBNeHHOM ¢nare ctaTUyeckme MapLupyTbl oyayT
[ob6aBneHbl B TabMLy MapLipyTM3aumm;

— IP-adpec — agpec ceTy HasHaYeHUs UK XOCTa, A0 KOTOPOW YKasblBaeTCcA MapLIpyT;

— Macka nodcemu — ceTeBaa MacKa. [lna XxocTa Macka NoACeTU YCTaHAB/AMBAETCA B 3HauyeHue
255.255.255.255, pna noacetn — B 3aBUCMMOCTU OT €€ pasmepa;

— L3 - IP-agpec Wnto3a, Yepes KOTOPbIN OCYLLECTBAAETCA BbIXxog, Ha «IP-agpecy;

— Mempuka — «CTOMMOCTb» MapLIPYTa;

—  WHmepdgelic — Tun BbixogHoro uHTepdelica ycrpoictea (LAN nan WAN) yepes KOTopbIM AOCTYMHA
LeneBas ceTb;

— [okazames mabauyy Mmapwpymu3ayuu — OTKPbIBAaET B HOBOM OKHE TEKYLLYIO Tabanuy maplpyTmsaumm
YyCTpOMCTBa.

4.3.9 MeH0 «KAGMUHUCTPUPOBAHUE»

B 3TOM MeHt0 HaxoamuTcsa MHpopmaLmMa 06 YCTPOICTBE, ero COCTOAHUM, @ TaKKe NnapameTpbl KOHOUrypauum

1 obHosneHua MNO.

MoameHto «Cratyc»
B aTtom nogmeHto oTobparkaetcs nHdopmaumsa ob ycTpoicTBE M OCHOBHbIE HAaCTPOMKM, TaKMeE KakK:

— CucTeMHble NapamMeTpbl (Bpems 1 Bepcus NPOLLIMBKH);

— MapameTpbl 6ecnpoBoaHbIX MHTEPENCOB;
— Hactpoiiku LAN-ceTu;
— Hactpoiiku WAN-noprTa.
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CraTtyc poyTepa

3Ta CTPAHUUA 0TOBPEKAET TEKYLUEE COCTOAHME YCTPORCTEA, 3 TAKKE HEKDTOPEIE OCHOBHEIE HACTPOMKM.

Cuctema

Bpema paboTel Oday: Th:45m:47s
Bepcua npowmeru 1.4.0-b245
Bpema chopru Tue Aug 15 10:39:29 +07 2017
Kongurypauua TCRAP

MpoTtokon nonyyeHua [P Fixed IP
IP-anpec 192.1668.1.254
Macka nogoetd 2952552550
CCHOBHOA WNKZ 192.168.1.254
DHCP-cepeep BrnwueHao
MAC-anpec 02:20:80:55:2:4b

FoHdury pagpua WAN

MpoTokon nony4enua 1P DHCR

|IP-agpec 192.168.3.17
Macka nogcetd 2852562550
CCHOBHOA LWNHIZ 192.168.3.1
MAC-anpec a5 4b:2a b 2e

Fondurypaumua LAN 1Py

BHewHwi agpec

INokaneHeld agpec feB0000000000000002030ffeaaR4 b6
CCHOBHOA LWNHIZ feB0000000000000002080ffea594b/b4
MAC-anpec 02:20:80:558:12:4b

MoameHio «CTaTUCTUKa»

B 3TOM NOAMEHI0 HAaxo4ATCA AaHHble O MepegaHHbIX W NPUHATLIX NaKeTax Mo Kaxgomy MHTepdelicy, a
TaKXe MHPOpPMaLMA O COCTOAHUKN YCTPOMCTBA: 3arpyske LMY n namatu.

CTtatncTtuka

Ha 3Tol CTPaHMLE NOKA3aHE! CHETHMKW OTNPABNEHHEX M MPMHATEX NAKETOE ANA WLAN 1 Ethernet
WHTEpEACOE.

OTnpaeneHn NakeToe 4974
Ethernet LAN

Mony4yeHo nakeToE 4702

OTnpaeneHo NakeToe 1226
Ethernet WM

Mony4yeHo nakeToE 972

Wcnonezoeano CPU 0.00 %

WnonezoBaHn namaTi 2401 %
Hardware

QB aA namATe 109152 kB

CeoBogHas namate 82944 kB

OBEHOEWTE
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MNopgmeHo «DDNS»

B 3TOM NOAMEHIO MOMKHO aKTMBMPOBATbL YCAYry MpPeaoCTaBJAeHUs MOCTOAHHOIO AOMEHHOIO WMEHWU
YCTPOMCTBY C ANMHaMMYecknm IP-agpecom.

OuHamuyeckuint DNS

OuHamu4eckrid DHS - TEXHONOMMA, KOTOPaA NPMMEHABTCA 4N1A HE3HAYEHMA NOCTOAHHOID J0MEHHOM
UMEHW YETRORCTEY © AMHAMWYECKUM IP-3pecon.

Brnwyute DOMNS

MocTaewmK yonyr DynDNE v
HomeHHDE MMA: host.dyndns. arg

Norunfemail:

Mapone/knd:

JAHMTE W MPIUMEHHMTE CApOCKTE M3MEHEHKA

— Tlocmaswuk ycnye — Bblbop nocTasLumKa ycayru DDNS;

—  JlomeHHoe umsA — 3peCb YKa3blBaeTCA AOMEHHOEe MMA MOCTaBLLMKA YCAYT;
— ﬂOZUH/emGi/ — 34€eCb YKa3blBaeTCA /IOTMH NO/1b30BaTENA HA canTe NOCTaBLWWMKaA YCNYTK,
— nCIpOﬂb/KﬂiOH — 34€eCb YKa3blBa€TCA NapoO/ib;

MogmeHio «HacTpoiika gatbl U BpemeHn»

B aTom nogmeH0 HacTpamBaeTcA AaTa U CUCTEMHOE BPEMA YCTPOMCTBA NPU MOMOLLM CUHXPOHM3ALMMU C
NTP-cepsepom.

HacTpoiika BpeMeHI

Bbl MO#ETE HACTOOMTE CHCTEMHOE BPEMA NPKM NOMOLWM CUHKPOHWIEL MK C MYENUHHBIM NTP-CEpEEpON.

Tekywee Epema:

2016 9 ]
[og Mecay Dexs
18 ] 51
Hac hdun Cex

OBHOENTE

Bribepute BpeMEHHY IO 30HY (GMT+03:003Moscow, St Petershurgy

Pazpewnte cuHxponuzauuio ¢ NTP-cepeepom

Anpec NTP-cepeepa ru.poolntp.org -

338aHHE AAPECA BRYHHYH!

CBROCHTE HEMEHEHKWA
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TeKyu4ee 8PeMA — YKa3blBaeTCA 3Ha4yeHne TEKYLLI,Eﬁ AaTbl U BpEMEHN. ECTb BO3MOXHOCTb BMECTO BBOAA
CKOnNnpoBaTtb 3TN AaHHbIE N3 KOMMNbIOTEPA.

BpemeHHas 30HG — 4acoBOM MOSIC B KOTOPOM HaxoAMTCA YCTPOMCTBO. B 3aBMCMMOCTU OT 3TOro byaet
BbIMNO/IHATLCA NOACTPOMKA BPEMEHMU.

Paspewums cuHxpoHusayurw ¢ NTP-cepsepom — npu BbicTaBlieHHOM ¢iare nNpoucxoauT
CUHXPOHM3ALMA C CEPBEPOM TOYHOIO BPEMEHM.

Adpec NTP-cepsepa — MOXHO BblbpaTb cepBep M3 NPeasIoKEeHHOro CNMcKa UM BBECTU ero BPY4HYIo.

MNoameHio «3awmta DoS»

Denial of Service (DoS) — rpynna ceTeBbiX aTaK, HanpaB/eHHbIX Ha cbou B paboTe ycTpoMcTBa NyTem
OTNpPaBKM 6ONLLUIOTO YMCNA PA3/INMYHbLIX NAKeToB C Lenbtlo BbizBaTb 100% 3arpysky npoueccopa. Co CTOPOHbI
no/sib3oBaTeNsa 3TO MOXeT HabnwogaTbcA B npobsiemax CO CKOPOCTbIO Mepegaun AaHHbIX MAM UX NOJHOE
npekpalleHne 6e3 BUAMMBIX Ha TO MPUUMH.

[Ona npepotepauwieHma DoS-aTak B yCTPOWCTBE NO YMOJYAHWUIO BK/OYEHbI a/iITOPUTMbl PAcnO3HaBaHUA
NoAO3PUTENBHOM aKTUBHOCTM NaKeToB, nocTynatowmx Ha WAN-nopT, pasaunyHbix BUMAOB TpaduKka M, npu
HEOBX0AMMOCTHM, NPOU3BOAAT 3anpeT Ha 06pPabOTKY NAKETOB OT KOHKPETHOIO MCTOYHWMKA WKW OonpeneneHHbln
(nofo3pUTENbHbIN) TUN NAKETOB KOTOPbI MOXKET MNOCTYNATb C Pa3HbIX a4PECcos.

Denial of Service

"Denial-of-service" (0Tkas 8 0OCNYHHEIHMK) BMA ATAKW H3 BBIMMCIMTENEHYHD CMCTEMY C UENBH A0BECTW BE A0 OTKA3E, TO BCTE CO3AEHME
TaKKX YENOEMH, MPK KOTOPEEX NEransHEIE NONE30BATENMY CUETEREl HE MOTYT NOMYSMTE AOCTYN K NPELOCTAENAEMEIM CUCTEMHEIM PECYPCEM

#  Brniounte npedoTepawedie Do atak

# Whole System Flood: SYN 3000 MNakeToe/CekyHaa

Y

‘Whole System Flood: FIN 3000 MNakeToe/CekyHaa

Y

‘Whaole System Flood: UDP 3000 MNakeToe/CekyHaa

Y

‘Whaole System Flood: [CWP 3000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: SYM 2000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: FIN 2000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: UDP 2000 MNakeToe/CekyHaa

Y

Per-Source IP Flood: ICMP 2000 MakaToe/CekyRHa

<

TCP/UDP PorScan (MyECTEMTENEHOCTE) Huzkan -

< |CMP Srourf # |P Land < |P Spoof
4 |P TearDrop # PingOfDesth 4 TCP Scan
4 TCP SynWithData # UDP Bomnb # UDP EchaChargen

BrifipaTte Bce QUYMECTHTE BCE

#  BrnounTe BNOKMpoOEKY WCTOMHMKS aTaku no [P-agpecy 3600 Bpema Gnokmpoekm (cek)

BKarouume npedomepauwieHue DoS amak — npu BbicTaBneHHom dnare 3awwmTa oT DoS aTak BK/toYeHa.

Whole System Flood — rpynna c4eTYMKOB, onpenenatomnx MHTEHCMBHOCTb NAKeTOB onpeae/ieHHoro
TMMa, KOTOPble MPOXOAAT Yepes3 YCTPOMCTBO 3a OA4HY cucTeMy. B cnyyae npesbllleHMs AMMWUTA Ha
Syslog cepBep oTnpaBaAeTcs cooTBeTcTBylowee yBegomaeHne. CYETUMKM 3a4at0TCH OTAENbHO ANA
naketoB SYN, FIN, UDP, ICMP.
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B

Per-Source IP Flood — rpynna CYeTYMKOB ONPeAeNAarlmnX UHTEHCUBHOCTb TpaduMKa Mo Kaxaomy
WUCTOYHMKY. B cnyyae npeBbilieHMA NOPOroBoro 3HaYeHus oTnpasaseTcs coobulieHne Ha Syslog cepsep,
a TaKKe BbIinonHAeTcAa 610KMpoBKa No IP-agpecy UCTOYHMKA Ha 3agaHHOe BpemMAa. CYeTYMKM 334at0TCA
otaenbHo gna naketos SYN, FIN, UDP, ICMP.

TCP/UDP Port Scan — ¢yHKUMA onpeaenaeTr MoA03PUTE/IbHYIO aKTMBHOCTb CKaHWPOBaHMA MOPTOB
YCTPOIACTBA M OTNpaBaseT coobueHne 06 aTom Ha Syslog cepsep.

CKaHMpoOBaHMe NOPTOB NPOUCXOAMUT C Le/blo BbiABNAEHUA cnaboro mecra B 3awuTe, Kyaa
moxKeT 6biTb NpoBeAeHa aTtaka. B cnyyae nosasneHusa Ttakoro coobuweHua Ha Syslog
cepBepe pekomeHAyeTca OTKAuUuMTb B nogmeHiw «WAN WUHtepdeiic» onuun
«Paspewuntb ping yepes WAN» u «Paspewmtb goctyn K Beb-uHtepdeiicy yctpoicraa
yepe3s WAN».

ICMP Smurf — dyHKumMA BbinosiHAeT 3awmty ot ICMP-otBeToB, noctynawowmux Ha WAN-uHTepdelic ot
NoAo03pUTENIbHbIX MCTOYHMKOB.

IP Land — GbyHKUMA BbINONHAET 3aLMTy OT NAKETOB, Y KOTOPbIX NOAA agpeca OTNPaBUTeNN U NoayYaTens
B 3arosioBke IP coBnafatoT, YTO MOXKET NPUBECTU K BECKOHEYHOMY LIMKAY NEPECHIIKM MaKeTa caMomy
cebe v neperpyske ycTpoicTaa.

IP Spoof — O¢yHKLMA BbINOAHAET 3alUMTy OT MNAKETOB, KOTOpble MOryT ObiTb OTMpaBieHbl U3
He[0CTOBEPHOro NCTOYHMKA C NogMmeHow IP-aapecoB Ana COKpbITUA 3TOro dakTa.

IP TearDrop — QyHKUMA BbINOJMIHAET 3aWMUTYy OT MAKETOB C HEBEPHO BbICTAaBNEHHbIM CMELLEHUEM
AaHHbIX, YTO Npu ero o6paboTKe MOXKeT NPMUBECTU K cOoto onpeaeneHna Havana M KoHua pparmeHTa
OaHHbIX.

PingOfDeath — ¢dyHKUMA BbiNOAHAET 3aWmTy oT ICMP-nakeToB ¢ HeAONYCTUMbIM pasmepom (6onee 65
535 6awr).

TCP SynWithData — ¢yHKUmMA BbiNoAHAET 3awmTy oT TCP-nakeToB ¢ BbicTaBaeHHbIM ¢narom SYN, HO
MMELOLLUX B CBOEM COCTaBe AaHHble, KOTOPbIX BbITb HE AOKHO.

UDP Bomb — ¢yHKuUMA BbinonHAeT 3awmuTy oT UDP-nakeToB B cOCTaBe KOTOPbIX HapyweH dopmaT
CNyXKebHbIX nonen.

UDP EchoChargen — yHKLMA BbINONHAET 3alMTY OT aTak Ha cepsuc Chargen.

Braovyume 670KUPOBKY UCMOYHUKA amakxu no IP-adpecy — npwu BbiCTaBAeHHOM ¢nare B ciyyae
BbIIBIEHUS WUCTOYHMKA aTakM OyaeT npousBegeHa ero 6/0KMPOBKA Ha yKasaHHoe Bpems. [lo
OKOHYaHWIO TaMmepa GNOKMPOBKA CHMMAETCA, HO MOMKEeT OblTb BbINOSIHEHA CHOBA, €CAM aTaKa He
npeKkpaTuTcA.

NogmeHto «HacTtpoiika TR-069»

noameHio  «Hactpoirika TR-069»  BbINOAHAETCA  HACTPOMKA  MNPOTOKO/NA  ABTOMATMYECKOro

KOH}UryprupoBaHMa aboHeHTCKNxX ycTpoiicts TR-069.

48
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HacTtpoiika TR-069

3Ta CTPaHML A MCNONB3YETCA ANA HACTPORKM TR-069 CPE. 30eCk Bbl MOKETE MIMEHWTE NapaMETLLI
AOCTYNA K ACS.

TROES: = Brikniouedo Brnrouero

ACS
URL:

MmaA nonezoeatena:

Mapone:

Brnwyute nepuogu-eckue
ONOEELLLEHWA:

® BrikniueHo Brnrouero

WHTepean nepuoguueckix o
OMOEELEHKA;

33"[]00 Ha nogknwYyeHle

MmA nonkzo0EaTena:
MNapone:
MyTe:

MaopT: ]

Ynpaenenune
cepTHdpukaTamn
Bribepute daidn | Dain He enbpan

CA :
CERTHRMKAT T———

PR IR ERTEE  COpoCuTE M3MEHEHKMA

O6wue:

TR-069 — npu ycTaHOBAEHHOM ¢nare paspelleHa paboTa BCTPOEHHOro KAneHTa npoTtokosaa TR-069, uHave
— 3anpeLyeHa.

URL — appec cepBepa aBTOKOHUrypupoBaHMA. Agpec Heobxoaumo BBOaUTb B  ¢dopmate
http://<address>:<port> unm https://<address>:<port> (<address> — IP-aapec nau gomeHHoe umsa ACS-
cepBsepa, <port> — nopt cepsepa ACS, no ymonyaHuio nopt 10301). Bo BTOpom c/iyyae KAMEHT byaeT
ncnonb3oBaTb 6e3onacHbln npotokon HTTPS ana o6meHa nHbopmaumeit ¢ cepsepom ACS.

BKkaoyume nepuoduveckuli onpoc — nNpu YyCTaHOBAEHHOM diare BCTPOEHHbIM KaneHT TR-069
OCYyLLECTBASAET Nepuoamnyeckunin onpoc cepsepa ACS ¢ MHTEPBaNOM, PaBHbIM «MHTepBaay NepruoaUYECcKmX
OnoBeLLEeHUM», B CeKyHAax. Llenb onpoca - o6HapyKMTb BO3MOXKHbIE WU3MEHEHWUA B KOHUrypaumm
yCTpOMCTBa.

Umsa none3oeamenns, Maponb — vma N0Nb30BaTeNA M NAPO/b ANA AOCTyNa KameHTa K ACS-cepsepy.

3anpoc Ha NnoAKAoYeHHUe:

Uma nonezoeamerns, laposab — uma nonb3oBaTena n Naponb ana goctyna ACS-cepsepa K kKameHTy TR-069;
Myme — nyTb B painnoBoit cucTeme cepBepa;

Mopm — ncnonb3yembiit NOPT ANA NOAKAOYEHUA.
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NogmeHt0 « CUCTEMHDBIN }KYPHaN»

MoameHto «CUCTEMHBIV KypHan» npeaHasHayeHo ANA HaCTPOMKM BbiBOAA Pa3HOro poga OTNaL0YHbIX
COOBLWEHNI cUCTEMBI B LLeNsiXx 0BHapyKeHMsa NpuymH npobaem B paboTe ycTpolicTea. OT1a40uHY0 MHPOPMALMIO
BO3MOXHO MOJIlY4NTb NO COBbLITUAM B BecnpoBOAHOM ceTU (Hanpumep, NOAK/IOYEHNE HOBOTO KAMEHTa) 1 3aluTe
ot DoS-aTtak.

CUCTeMHbIN XypHarn

Ha aToi cTpaHWL e Bbl MOKETE HACTROMTE NapaMETPEl BEAEHMA CUCTEMHOND ¥ypHaNa (5yslog), a Takke
NPOCMOTPETE 33MMCKH B HEM.

BrkntounTe NOTMPOERHKE
MenonesoeaTe y,ﬂ,aJ'IEHHbIﬁ CEpEED ANA NOFHPOBAHMA

IP-agpec yaaneHHoro
CEpEEpa:

DAHOEWTE OHMCTUTE

— BKAIO4YUM®b 7102UpPOBAHUE — NPU BbICTaBNEHHOM dare GyHKLUMA }KypHaNa aKTUBHA;

— MWcnone3oeamoe ydaneHHsIl cepsep 00 A02UPOBAHUS — MNPWU BbiCTaBNeHHOM ¢dnare oTnafouHas
MHbOpPMaums byaeT OTNPaBAATLCA Ha YAaNeHHbIM cepBep No NpoToKoAay syslog. Ero aapec 3agaetca
B none «IP-agpec yaaneHHoOro cepsepa».

MNoameHto «O6HOBNAEHME NPOLLUUBKUY
MNogmeHto «O6HoBneHMe [MO» npepHa3HayeHO ANA  OOHOBAEHUA YNPaBAAIOLLEN MUKPONPOrpaMmbl

yCTpoicTBa. YCTPOWCTBO NO3BOJIET MCMOAb30BaTb [BE MPOLIMBKM: OCHOBHYIO M Pe3epBHYIO, Ha CAy4Yal ecau
OCHOBHas nospeKaeHa. NepekaoyeHne MexKay NPOLLUMBKAMMU OCYLLECTBAAETCA B 3TOM NOSMEHIO.
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O6HoBNEeHWe NPOoLWNBKU

Ha aToid cTpaHuLe Bel MOxeTe 0BHOEMTE cHCTEMHOE MO poyTepa A0 Go0Nee HOBOW BEPCMM
MO¥AMYACTE, HE BBIKIHIMEHTE YCTRORCTED B NPOLECCE OBHOBNEHMA - 3TO MOXKET NPMEECTH K NOpYE
NarATH

Bepcua MO: 1.4.0-b245
Bribepute dain c npowmekol: | BeiBepute dain | @afn ve seifipan

CHpoCKTE

BKNHIMHTE pEzepEHROEEHMM NDOWHEKK
AKTHEHaA obnacTs: 2

Pezeperan ofinacte: 2

3MTE C PE3EPEHOR 06NacTK

YA aneHHEIR cepeep -
OBHOENEHME NPOLUMEKW C YAENEHHOMD CEPEEPA
Anpec cepeepa 0BHOBNEHMA:

Mepuon onpoca (Yace): 0

HocTynHas eepcua; Mot available

— Bepcus 10 — Bepcus nporpammHoro obecneyeHms, yCTaHOB/IEHHOIO Ha YCTPOMCTBE.

— Boelbepume ¢paiin ¢ npowuskol — Npy HaANYUKU NOKanAbHOTO daiina ¢ NPOLIMBKOIN MOXKHO OOHOBUTD
MO, ykazas nyTb K aToMy Ganay M HaxKaB KHOMKY «OB6HOBUTbY». AKTyasibHYIHO MPOLUMBKY MOXKHO
cKauaTb Ha caitte http.//eltex-co.ru/downloads.

— BKkAOUMTL pe3epBUpOBaHME MNPOLUMBKM — aKTUBUPYET 3anuCb BTOPOM MNPOLIMBKM B NaMATb
YCTPOWMCTBA. 3arpy3nTbca CO BTOPOW MPOLUMBKU MOXKHO MO KHOMKe «[lepe3arpy3utb C pe3epBHOW
obnactuy.

¢ B cnyuyae Koraa OCHOBHaA NPOLUMBKA NOBpeEXKAEHa, pe3epBHan byaeT 3arpykeHa aBTOMaTUUECKM

ObHoeneHue npowuskKu o cemu

YcTpolAcTBO nogaepuBaeT BO3MOXHOCTb OOHOBNEHWS MNPOLUMBKM MYyTEM CKayMBaHWsA ee U3 ceTu. B
KayecTBe UCTOYHMKA OBHOB/IEHUA MOXKET ObiTb yAaneHHbIN cepBep UAM MPAMbIe CCbIIKM Ha NPOLIUBKY B BUAE
HTTP, FTP, TFTP agpeca.

— AO0pec cepsepa 0b6HoeseHuli — B 3TOM M0Jie YKa3blBaeTcA agpec cepBepa Ha KOTOPOM HaxoauTcs
¢dain npowusku. Mo ymonyanuio sto download.eltex-media.ru.

— [lepuod onpoca — NHTEPBAN BPEMEHU, MO KOTOPOMY YCTPOMCTBO ByaeT obpaliatbes K cepBepy 3a
HOBOW NPOLUNBKOM.

— JlocmynHas eepcua — Bepcua nporpamMmmHoro obecrnedyeHua AOCTyNHas Ana o6HOBNEHMA Ha
cepsepe.

/ \ Dna pabotbl PyHKLUM NpoBepKU 06HOBAEHUA HEOBX0AMMO Hannume Bbixoaa B UHTepHeT.

He oTknlouaiiTe NnUTaHWe YyCTPOICTBA, He BbINOJIHANITE ero nepesarpysKy B npouecce o6HoBNAeHUA
no.
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NoameHio «CoxpaHeHne/3arpy3Ka HaCTPOEeK»

B noameHio «CoxpaHeHue/3a2py3Ka HACMPOEK» BbINONHAETCA COXpaHeHMe W OBHOBAEHWE TeKylei
KOHOUIypauum.

CoxpaHeHue/3arpy3kKa HacTpoeK

Ha aToil cTpaHWUe Bel MOKETE COXPaHMTE TEKYLWME HACTROMKM B (hain Mnu 3arpy3uTe My M3 (haiina. Tacke Bol MOKETE COPOCUTE TEKYLME
HACTPOAKM K 3ABOACKMM.

CoxpaHuTE HaCTRORKK:

3arpysuTe HacTpolky uz daina BrifiepuTe thaiin | $ain He esllipad

i CApocHTE
COpOoCKTE HACTPORKM K 33B04CKMM: COpOCUTE

CoxpaHums HacmpolKu - [ONA COXPAHEHMS TEKyLLed KOHOUrypauum YCTPOWCTBA Ha 0OKa/bHbIM
KOMMbIOTEP HaXKMMUTE KHONKY «COXPaHUTb...».

3aepy3ums Hacmpoliku — BbI6OP COXPaHEHHOro Ha NIOKaAbHOM KomnbioTepe daina KoHburypauuu. Ons
06HOBIEHWNA KOHOUIYPALMKM YCTPOMCTBA HAaXXMUTE KHOMKY «BbibepuTe dainy, yrkaxute ¢aiin (B popmate

.dat) 1 HaxkmuTe KHOMKY «3arpysunTb». 3arpyeHHasa KOHUrypauumsa NpUMeEHSeTcs aBToMaTudecku bes
nepesarpysKku yCTpomncTBa.

Cbpoc ycmpolicmea Ha 3a800ckue HacmMpoUliku - Ana cbpoca Bcex HaCTPOEK YCTPOMCTBA Ha CTaHAAPTHbIE
33aBO/CKME YCTAHOBKM, HAaXKMUTE KHOMKY «Cbpocy.

MoameHo «YnpaBneHue foCTynom»

B nogmeHio «YnpaB/ieHWe AOCTYNOM» YCTaHaBAMBAlOTCA /NIOTMH M Mapofb AOCTyna K Beb-nHTepodelicy
ycTpoicTea gna AgmuHuctpatopa u MNonb3osaTens.

YnpaBneHue AOCTYMNOM

Ha 3Toi CTPaHMUe Bl MOKETE HACTHOMTE AKKAYHT ANA LOCTYNA K MApLWpyTHIETODY.

ApmuHncTpaTop

Mma nonb3oeatensa:
HoBbld naponk:
MoaTERpXKAEHHE Napona:
Mone3oBatent

Mma nonb3oeatensa:
HoBbld naponk:

rlD,ELTBEp)K,D,EHHE napona:

CApOCHMTE MIMEHEHKA
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Uma nonsv3osamesnsa — none Ana UsMeHeHna MMeHu noab3osatena. o YMOYaHUNIO! admin.

Hoewili napoas — none Ans BBoAa HOBOrO NapoAs K yCTponcTay. Mo ymonyaHuio: password.

ModmeepxcdeHue napons — nose AnA NOBTOPHOro BBOAA HOBOro NaposA C Le/bio ero NoOATBEPKAEHUSA.

[na BCTynieHUAa B CUNYy HOBOM KOHOUIYpauUUW U 3aHECEHUA HACTPOEK B IHEProHe3aBUCUMYHD MaMATb
HaXmuTe KHONKy «COXpaHUTb M3MeHeHua». [nA OTMEeHbl M3MEHEHUIA MOKUHbTE CTpaHuuy 6e3 coxpaHeHus
nsmeHeHuit. JlJist BOCCTaHOBIICHUS 3HAYEHHM 10 YMOJIYaHUIO HAXKMUTE KHONIKY «COpOCUTH U3BMEHEHUS».

/ B uenax ob6ecneyeHuss 6e30MacHOCTM NpPU HACTPOMKe YCTPOMCTBA pPeKomMeHAayeTcA
M3MEHUTb NOTUH U NAPOb.

4.3.10 USB Hactpoiiku

B meHio «USB HacTpolku» MOXKHO ynpaBnatb dannamm Ha noakntodeHHom USB HakonuTene, a Takxke
NpeaoCcTaBAATb K HUM A40CTyn no npoTokony SMB, FTP n cepsucy DLNA.

MNoameHto «O6wan MHpopmauma»

B aToM nogmeHto otobpaxkaeTtca MHbopmaLma 0 HocuTesne.

O6wan nHcpopmayun

Ha aTold cTpaHuy e oToApEkaeTCA MHOPMALKMA O HOCHTENE.

Faznen DAWKA 0fken CeofogHOD Menonez0eaHo Vicnonszoeano Tun dainoeoi
% CHCTEME
fdevigdal 3.939(5) 3.097(15) 0.841(G) 21% fat

NogmeHto «HacTpoiika goctyna»

B 3TOM noameH10 MOXHO A06aBUTb U YAAAWUTb yYeTHble 3anncu Samba.

HacTpoiika pocTtyna

A0AaERTE HOBYHY YHETHYH 33NUCE Samba.

MmAa nonezoeaTena:
Hogrild napone:

MoaTeEEp:AEHWE Napona;

CnUCoK yYeTHBIX 3andced:

BrifipaTe  KIMA NoNez0EaTENA

¥ ANUTE BRIGRAHHEIE YAanuTe BCE CAPOCMTE MAMEHEHKA
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NogmeHto «HacTtpoiika USB npunoxkeHunit»

B 3TOM nogMeH0 MOXHO BKAOUMTL/BbIKAOUMUTL DLNA, FTP-server, Samba.

HacTtpoitka USB npunoxeHun

3Ta CTRAHML A MCNONE3YETCA A4NA BKIKHEHMA/ERIKNHHEHMA DLMNA, Samba mT.4.

Brnraunte DLMA,
Brnrounte FTP cepeep

Brnwoynte Samba

1aHNTE

NogmeHto «O6WwMe Nnankmu»

B 3TOM NogMmeHt0 MOXKHO pa3peLLnTb AOCTYN YCTPOMCTB, MOAKAHOYEHHbIX K MapLUPYyTU3aTOPY K Nankam Ha
BK/IlOYEHHOM B MaplupyTmnsaTop USB-ycTpoiicTse.

O6ume nanku

3Ta CTRAHMUE MCNONB3YETCA ANA A003ENEHMAN D ANEHHMA OBLWX NanoK,

Mma nanku:

MyTe K nanke: Mvarftmpfushisdal -
AHOHWMHEIR LOCTY: s

Mpaea: Toneko YTeHKE -

Cnucok obwymy nanok:

BeiBpate WA nanku MyTE K Nanke Brnaneney, Mpaea

Y¥AANWTE BEIBPAHHEIE YaanuTe BCE CAPOCHTE MIMEHEHMA
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NoameHio «Pasgenbi»

B aTom nogmeH0 MOXKHO ynpaBasaTb pasgenamm namatu USB-ycTpoictsa.

Paspenbl

Ha 3Tol CTRaHWUE Bbl MOXETE Pa3fuTe NOAKMHHMEHHEIA USB-HAKONUTENL HA HECKONBKO NOTMAHECKMAX
B10KOB ¥PAHEHMA, HA3EIEAEMbLX PA3LENamMu. MoK BEINOAHEHMKM ONEPaLMKM MapLWpyTMIaTop ByaeT

NEQEZAMYHEH!

HakonuTene: sda v
QBWwmi pazmep: 4.041T6

KonudecTeo paznenoe: 1 -
Homep pasnena Pazmep (M)

1 4041

Haronwrene! Tafindua pazpenoe:
Homep paznena Pazmep TWN haAnoEod CHETEME

1 4041 MEB fat

YAaNKMTE BEIBPAHHEE YA anuTe GCE CEHpOCKTE M3MEHEHKA

— Hakonumesns — BbI6OP NOAKNOYEHHOTO YCTPOICTBA.

— 06wuli pasmep — pasmep NamMaTH YCTPOMICTBA.

— Konuuecmeo paszdesnoe — BbIGOp KO/MMYECTBA PasfesnoB MaMATU YCTPoWcTBa. Huke yKasbiBaeTcs
pa3smep Kaxkgoro pasaena.

— Tabauya paszdenos — uHPopmaLma O BCeX pasfeniax YCTPOMCTBA. 34eChb TaKKe MOXKHO yAanuTb
HEeCKOJ/IbKO U/IW BCE pasaessl.

MoameHio «dopmaTtupoBaHue»

B 3TOM NnoameH10 MOXHO 0ThopMaTMPOBaTh NamATb. Mpn popmaTUpoBaHUM BCe AaHHbIE YAANAOTCA.

dopmaTupoBaHue

ONEpaUWA OpMATUPOEIHWA NPMEEAET K YAINEHWH BLEX AAHHEX HA NOAKNOMEHHOM USB-HakonuTene.
NoeKanyAcTa, CKONMPYATE BEKHEIE LaHHBIE NEPES HOPMATUPOBIHWUEM.

Pazpen: sdal -

Twn hafnoBod CHCTEME et -

DOPMATHMPOEATE

— Pasden — Bblbop pasgena ana GopmaTMpoBaHus.

— Tun ¢alinosoli cucmemsl — Bbi6oOp TMNA PaltNoBbIA CUCTEMBI B KOTOPLIA ByaeT nepedpopmaTnpoBaH
pasgen.
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TEXHUYECKAA NOAAEPHKA

Ona nonyvyeHUs TeXHUYECKOM KOHCy/AbTauuM NO BOMpOcam 3Kcnayatauum obopyaoBaHus 000
«Mpegnpuatme «/ITEKC» Bol moxkeTe 06paTnTbcA B CEPBUCHDBIN LLEHTP KOMMAAHUK:

Poccuiickan ®epepauyma ,630020, r. HoBocnbupck, ya. OKpy»kHan, gom 29B.
TenedoHbl LEHTPA TEXHUYECKOWN NOAAEPIKKM:

+7(383) 274-47-87,

+7(383) 272-83-31,

E-mail: techsupp@eltex.nsk.ru

Ha oduumanbHom cavite KomnaHMM Bbl MOMKeETe HAWTM TEXHUYECKYID [OOKYMEHTauMio W MpOorpamMmHoe
obecneyeHne ana  npogykuum 000  «[pegnpuatne  «3/ITEKC», o06patutbca K 6ase  3HaHWR,
NMPOKOHCY/IbTUPOBATLCA Y UHXKeHepoB CepBUCHOTO LieHTPa Ha TexHUYeckom dopyme.

OduumanbHbIN caiT KomnaHuu: http://eltex-co.ru
TexHu4yecknin dopym: http://eltex-co.ru/forum

ba3a 3HaHuit: http://eltex-co.ru/support/knowledge
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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